Pazpen MHdopMaumoHHas 6e3onacHOCTb Ha caiTe LleHTpa «TBop4ecTBo»

MeToamnyeckme peKoOMeHAALMN 0 pasMeLEHNM Ha MH(DOPMALIMOHHbIX CTEHAAX, OPULIMATBHBIX UHTEPHET-
cainTax v aApyrmx MHOpPMaLMOHHbIX pecypcax obLueobpa3oBaTesibHbIX OpraH1M3aLUmii 1 OpraHoB, OCYLLECTBASIOLLIMX
ynpasrneHue B chepe 0bpazoBaHusi, nHdopMauum o 6e30nacHOM NOBEAEHUM U UCMOJIb30BaHUN ceTu "UHTepHeT".
MucbMo [enapTaMeHTa rocyapCTBEHHOM NONUTUKK B cepe obLiero obpasoBaHus MUHUCTEPCTBa 06pa3oBaHus U
Hayku P® oT 14.05.2018 N 08-1184.

<Mucbmo> MuHo6pHayku Poccum ot 14.05.2018 N 08-1184 "O HanpaBneHun nHdopmauumn" (BmecTe C
"MeToanyYeCKUMMN peKOMeHLauMAaAMN O pasMeLlleHun Ha MHPOPMaLMOHHbIX CTeHAaXx, ouumnanbHbIX
MHTepHeT-cauTax u Apyrux uHpopmMaLmMoHHbIX pecypcax obueobpa3oBaTenbHbIX OpraHM3aLuuvii U1 OpraHoBs,
oCcyLeCTBNAKOWMX yNpaBreHue B cchepe ob6pa3oBaHus, MHopmauum o 6e3onacHOM NoBegEeHUN U
ucnonb3oBaHuu cetn "UHTtepHeT")

MMHUCTEPCTBO OFPA3OBAHNS 1 HAYKU POCCUMCKON ®EJIEPALIMNA
JIELTAPTAMEHT I'OCYJJAPCTBEHHOM ITOJIMTUKU B COEPE
OBILEI'O OBPA3OBAHUA

I[N CBEMO
or 14 mas 2018 r. N 08-1184

O HAIIPABJIEHMN NHOOPMAILIN

JlemapTaMeHT rocynapCcTBEHHON MONMUTUKU B cepe obmiero oOpasoBanuss MunoOpHayku Poccun HampasisieT

Ui cBeneHus pa3zpabotanHbie BpemenHnoii komuccueir Cosera denepanuu 1no pa3BUTHIO WH(OPMAIMOHHOTO

o0IecTBa METOAMYECKHE PEKOMEHIAIUY O pa3MEIleHMH Ha HWH(QOPMAIMOHHBIX CTEHAAX, O(UIMAIbHBIX

MHTEpHET-caiiTax W JpyruxX HH(GOPMAIMOHHBIX pecypcax oOmeo0pa3oBaTeNbHBIX OpTraHU3alMii U OpPTraHOB,

OCYWIECTBISIOMIMX yImpaBleHHne B cdepe oOpa3oBaHus, WHPOPMALUMU O OE30MACHOM TMOBEJACHUU U
rcronb3oBaHuu cetu "MHatepuer".

Hupektop [lenapramenTa

A.EIIETPOB

[Tpunoxenue
METOAUYECKUE PEKOMEHIALIMA
O PABMEIIEHM HA UTHOOPMAILIMOHHBIX CTEHAAX, OPULTNAJIBHBIX

UHTEPHET-CAUTAX U IPYTUX UHOOPMALIMOHHBIX PECYPCAX
OBILIEOBPA3OBATEJIbHBIX OPTAHU3ALINI 1 OPTAHOB, OCYIIECTBJISIOIINX
VIIPABJIEHUE B COEPE ObPA30BAHNA, MTHOOPMAIIMHN O BE3OITACHOM
HNOBEJIEHMU 1 UCTIOJIb3OBAHUU CETU "MHTEPHET"

Okcnepramu 1 wieHaMu Bpemennoit komuccuu Cosera @epepaiyu 1no pa3BUTHIO HHPOPMAILIMOHHOTO 001eCTBa
B paMKaxX BBITIOJIHEHUS PEKOMEHIAIMK IMapIaMEHTCKUX CIylmiaHuid "AKTyaJbHbIE BONPOCHI OOECTICUCHUS
0€30MMacHOCTH M pa3BHUTHSA JeTell B HH(POPMAIIMOHHOM TpocTpaHCcTBe", KoTophie npouutk B CoBete Denepanuun
17 anpens 2017 r., OpTH pa3paboTaHbl METOAUYECKHE PEKOMEHIAIMM O pa3MEUICHHMH Ha WH(POPMAIMOHHBIX
CTeHJaX, O(UUHMANBbHBIX HHTEpPHET-caliTaXx M APYyruX HHPOPMAIMOHHBIX pecypcax o00I1eo0pa3oBaTeIbHbIX
OpraHM3alMid ¥ OPraHOB, OCYIIECTBISIONINX yTpaBieHHe B cdepe oOpa3oBaHHs, WHPOpMAIMH O Oe30TacHOM

MOBE/ICHUH M UCTIONIb30BaHnM ceTh "MHTepHeT" (nanee - MeToanIecKne peKOMEHIAINHN).
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Mertoandyeckne pEeKOMEHAALMH HamNpaBleHbl HAa KAadeCTBEHHOE IIOBBIIICHHE YPOBHS HH(POPMAIMOHHOM

JeSITeNIbHOCTH 00111e00pa30oBaTeNIbHBIX OpraHU3allMii W OpraHoB, OCYILECTBISIOUIMX YIpaBlieHue B cdepe

oOpazoBaHusi, B 4YacTh HHGOPMHUPOBAHUS YYALIMXCS, WX POAUTENCH (3aKOHHBIX TPEACTaBUTENCH) U

MeAarornieckux pabOTHUKOB 00 OCHOBHBIX acTeKTax MHPOPMAIMOHHOMW O€301TaCHOCTH.

Metoandeckne peKOMEHIAIMK MO3BOJIAT 0011e00pa30BaTeIbHBIM OPraHU3aUsIM U OpraHaM, OCYIIECTBISIONINM

ynpaBjeHue B chepe 00pa3oBaHusl, aKTyaJIM3UPOBATh YXKE UCIOJIb3yeMble U pa3MelIeHHble HHPOpPMAIMOHHbIE

MaTepuabl, TaK U MOJATOTOBUTH UX B CIydae UX OTCYTCTBHS C YUETOM JIYUILIUX MPAKTUK U PEKOMEHIaLUH.

B paMkax MeToauuecKuX peKOMEeHJAIMi pacCMaTPUBAIOTCS CIEAYIOIINE HHCTPYMEHTHI:

1. napOpMaIIIOHHBIE CTEH/IBL;

2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBOi HH(pOpMaLUK (IIKOJbHBIE ra3eThl, IEarorH4ecKue U3JaHus U Jpyrue).
WNudopmanmonHbie CTeHAbI

Ha nHDOpManmmoHHBIX CTeHIAX B 00IIe00pa30BaTEIbHBIX OPraHU3AIUIX, PACTIONOKEHHBIX B (oie yUperK IeHUI

U B KaOMHETaX, OCHALICHHBIX MEPCOHAIILHBIMHU yCTPOMCTBAMHU AJIsl BbIXoJa B ceTh "MHTepHeT", peKoMeHIyeTcs

pa3MecTuTh MHPOPMAIIMOHHBIE MAMSATKU, COJIEPKAIIe OCHOBHBIE COBETHI MO 0OecredeHni0 HHPOPMAIIMOHHON

0€30MacHOCTH y4anuxcsl.

B npunoxenun N 1k MCTOOAUYCCKHUM PCKOMCEHAAIHAM IIPCACTABIICH 06p336L[ NaMATKHU JJId pasMCUICHUSA Ha

MH(QOPMALMOHHBIX CTEHJIaX.

CpencTBa MaccoBoi HHPpOpMaLUH
B cpenctBax MaccoBoil MH(pOpMalMM, OPUEHTHPOBAHHBIX Ha OOy4aloOLUIUXCs, PEKOMEHAYeTCsl B TEUYEHUe
y4eOHOro rojia peryisapHO IyOIMKOBaTh MHGOPMAIMOHHBIE MaTepualbl, NOCBSIIECHHbIE OTJEIbHBIM aCIEeKTaM
MH(POPMALMOHHON 0€30I1aCHOCTH, a TAK)KE Pa3IMyYHbIe TAMATKU OOILEro Xapakrepa.
B cpenctBax MmaccoBoil  MH(poOpManMu, OpPUEHTHPOBAHHBIX HA  IEJAarorud4eckyrd  OOIIECTBEHHOCTb,
PEKOMEHIyeTCs B TEYEHHE KaJeHIAPHOTO ToJa pEeryjisipHO IyOJIMKOBaTh WH(OPMAlMOHHBIE MaTepuasl,
MOCBSILEHHBIE OTAEIbHBIM acleKTaM HH(pOpMalMOHHON O€30MacHOCTH KaK HECOBEPLICHHONETHHX, TaK |
001meo0pa3oBaTeNbHbIX OpPraHU3alMid, a TaKXkKe pas3IUuHble MaMATKH, O0030pbl HOPMATHBHO-TIPABOBOTO
peryIupoBaHus JaHHOH cepbl 1 HHPOPMALIMIO O aKTYaTbHBIX MEPOIIPUATHIX M COOBITUSAX B JaHHOH cdepe.
B xozne nposenenus ExanHoro ypoka mo 6e3onacHocTH B ceTu "MIHTepHET" peKOMEHAYeTCsl 00ECIeUUTh BhIITYCK
TEMaTHYECKOT0 BBIMyCKa CpeAcTBAa MaccoBOW HHGpopMaluu MO0 cepuM MyOnuKanuii, cpeau KOTOPBIX
paccMOTpeTh OPraHU30BAaHHBIE MEPONPHUATHS JUIs O0YUAIOIIUXCsl, UX POIUTENEH (3aKOHHBIX NpeACTaBUTENeH) 1
HeJaroruyeckoil 00IeCTBEHHOCTH.

Odurmansueie HTEpHET-pECypChI
OO1meo0pa3oBaTeIbHBIM ~ OpraHU3alUsAIM PEKOMEHAYeTCsl Ha CBOMX oQuIHMaibHBIX MHTepHEeT-pecypcax
obecrieunTh (YHKIMOHMPOBAHHE CAaMOCTOSTENBHOTO M CIEHUAIM3UpOBaHHOrO paszzaena "MHdopmarmonHas

6e301macHOCTh", B paMKax KOTOPOTO MPEAYCMOTPETh pa3MEIeHHE CIIEIyIoIIel NHPOpMAIIIH:

dopmar
NpeCTaBICHUS
N Paznen/monpasnen MaTepHaJloB CopneprxaHne MaTepHalloB
Pa3zmemmarorcss KOMUM JOKYMEHTOB, T.€. CKaHHMPOBAHHBIN
BapHaHT JOKYMEHTAa, COOTBETCTBYIOIIMHA TPEOOBAaHUSIM K
JlokanpHBIE HOpPMATHBHEIC nmapamMeTpaM CKaHUpOBaHHs. Pa3MmemaroTcs JOKYMEHTHI,
aKThl B cepe obecriedeHus periaMeHTHpYIOlMe  OpraHM3anuilo U pabory ¢
UH(POPMALIMOHHOM Konuu NEPCOHANBHBIMA  JIaHHBIMH, IUIAHBl MEPONPUATHH 1O
0€30MacHOCTH JIOKYMEHTOB BOOECIIEYEHHIO uH(pOpMalMOHHON 0e301acHOCTH
1.00yuaromuxcs ¢dopmare *PDF  obyuarommxcs u npyrue.

2.HopmartuBHoe Komnun [TyOnuKyrOTCSl aKTyallbHbIe CBEIEHHUS O (elepalibHBIX U
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PEryjIimpoBaHuc AOKYMCHTOB BPCTHUOHAJIBHBIX 3dKOHAX, IMHCbMax OpPraHoB BJIACTU U
dbopmare *PDF  npyrue HOPMAaTHBHO-TIPABOBBIC JIOKYMEHTHI,
periaMeHTupyiomme — obecrieueHue  WHOOPMAITMOHHOM
0€30macHOCTH  HECOBEPIICHHOJECTHHUX. JomyckaeTcst
BMECTO KOIHUH pasMeraTh TUIEPCCHUIKU Ha
COOTBETCTBYIOIIME JOKYMEHThl Ha calTax OpraHoB
roCy/1apCTBEHHOM BJIACTH.
Tekct Ha

o Pa3zmemarorcs METOANYCCKUC PEKOMEHOAINN u
CTpaHHUIIC CanTa

yKa3biBaeTcsi MHGOpMaIus O MEPONPUATUAX, MPOEKTaX U

Komnun
nporpaMmax, HalpaBJICHHBIX Ha TIOBBIIIICHHUE
JIOKYMEHTOB B .
[lemparoruueckum N UH(POPMALMOHHOM IPaMOTHOCTH Me/1arOrMYECKUX
dbopmate *PDF
3.paboTHHKaM PaOOTHHKOB.
Pasmemaercs nndopmannonHas namsartka (npuioskenne N
2)u  yka3biBaeTcsi HMHQOpMAIMSA O  MEPONPHSITHUSIX,
Tekcr HAIPOEKTaxX M MpOorpaMMax, HalpPaBJICHHBIX Ha TOBBIIICHHUE
4.00yuarommcs CTpaHulle caiiTa HMH(POPMAILIMOHHON IPAMOTHOCTH O0YUaAIOIUXCS.
Poaurensm (3aKOHHBIM
IPEJICTAaBUTEIISIM) Teker HaPa3memaercst nHpOpManmonHas namsTka (npuioxkenne N
5.00y4armmuxcs CTpaHwMIIe caiita 3).
Pasmemaercst  uHpOpMAnMs O  PEKOMEHIYEMBIX K
Tekct HAWCIOJIb30BaHUIO B yUeOHOM Ipoliecce Oe30MacHbIX calTax,

6./lerckue Ge30omacHbIe CATHI CTpaHUIle caliTa OaHHEPH O€30IaCHBIX JIETCKUX CANTOB.

Opranam, OCYLIECTBISIIOIIMM yIpaBieHHe B cdepe oOpa3oBaHUs, PEKOMEHAYETCS Ha CBOMX OQHIMATBHBIX
HutepHer-pecypcax oOecneunTs (YHKIHMOHUPOBAHME CAMOCTOSITEIBHOTO M CHEIMAIM3MPOBAHHOIO pasjelna
"Undopmanmonnas 0e30mMacHOCTh", B paMKax KOTOPOTO TIPEAYCMOTPETh pa3MEIIeHHE CIEeAyIomei
HHpOpMAITUH:

[Tpunosxxenune N 1
I[TAMATKA
JIUI1 OBYUYAIOILIMXCSI Ob MTHO®OPMAILIMOHHOM BE3OITACHOCTU JIETEN

HEJIb34

1. Bcem nmonpsan cooOmaTh CBOIO YacTHYIO MH(pOpMaIHIo (HacTosume uMs, Gamuinio, TenedoH, aapec, HoMep
IKOJIBI, a TaKKe oTorpaduu CBOU, CBOEH CEMbH U ApY3ei);

2. OTKpBIBaTh BIOKEHHBIE (PANIIBI JIEKTPOHHOW MOYTHI, KOTJ]a HE 3HACIIH OTIPABUTEINS,

3. I'pyOuts, npuaupaThCsl, OKa3blBaTh JaBJICHHE - BECTU c€0s1 HEBEXKIIUBO U arpeCCUBHO;

4. He pacnopsixkaiicsi 1eHbraMu TBOEH ceMbU 0€3 pa3pelleHus CTaplIMX - BCErJa CIpaluBail poauTeneii;

5. He Bcrpewaiics ¢ IHTEpHET-3HAKOMBIMM B PEaJbHOM JKU3HM - IIOCOBETYHCA CO B3pOCIBIM, KOTOPOMY
JOBEpsIEUIb.

OCTOPOXHO

1. He Bce numyt npaBay. Uuraems o cede Henpasny B MHTepHETE - cOOOIIM 00 3TOM CBOMM POAUTENSAM HIU
OIIEKyHaM;

2. [lpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS - TPOBEPb, HET JIU MO/IBOXA;

3. He3akoHHOe konupoBaHue ¢ailos B IHTepHETE - BOPOBCTBO;

4, Bcerz[a paccxa%nsaﬁ B3pOCJIbIM O np06neMaX B CCTHU - OHU BCEraa IIOMOTI'YT,
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5. Hcnone3y#t HacTpoiku 0€30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSATh CBOM aKKAyHTHI B COICETIX U
JIpYrux nopraax.

MOXHO

1. YBaxkaii Ipyrux mojiab30BaTesei;

2. Tlonw3yenibess UHTEpHET-UCTOYHUKOM - JIeTIail CCHUIKY Ha HETO;

3. OTKpbIBail TOJIIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maThCs 3a MOMOIIBIO B3POCIBIM - POJUTENH, OTICKYHBI U aIMUHUCTPAIIHS CAHTOB BCET/Ia TIOMOTYT;

5. [poiian oOy4enue Ha caiite "CeTeBHUOK" U MOTYYH MACTIOPT ITUPPOBOTO rpakIaHIHA!

IIpunoxenue N 2
NHOOPMAILIMOHHAS ITAMSTKA
JUIS OBYUAIOIIMXCA 1JIS1 PASMEILEHNW A

HA O®OULMAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOJIGKH B MHTEPHETE CTAHOBHUTHCA OOJIbIIE, a IIKOJBHUKK OJHU W3 CaMbBIX aKTHUBHBIX
nosb3oBarened PyHera. Mexay TeMm, MOMHMO OrPOMHOrO KOJIMYECTBA BO3MOYKHOCTEW, MHTEPHET HECeT U
npoOaeMbl. JTa maMsATKa J0JDKHA ITOMOYb Tebe 0e30IacHO HAXOAUTHCS B CETH.

KomnbrorepHsie BUPYChI

KommsroTepHsiii BUpPYC - 3TO Pa3sHOBUIHOCTH KOMITBIOTEPHBIX TPOTPAMM, OTJIWYUTEIHLHOW OCOOCHHOCTHIO
KOTOpPOM SBJISIETCSI CHOCOOHOCTh K Pa3sMHOXKEHHIO. B 0MOJIHEHHE K 3TOMY, BUPYChI MOTYT HMOBPEOUTH WIN
MOJTHOCTBIO YHHUYTOXHUTH BCE (Dailibl M JaHHBIE, MOJKOHTPOJIBHBIE MOJIH30BATENO, OT UMEHH KOTOPOro OblLia
3alyIieHa 3apakeHHas Mporpamma, a TakKe MOBPEAWTh WJIM JIaXKe YHUYTOXKHTH ONEPAlMOHHYIO CHUCTEMY CO
BceMU (haitmamu B 11es1oM. B OOJIBIIMHCTBE CiIy4aeB pacpOCTPAHSIOTCSI BUPYCHI Yepe3 WHTEPHET.

MeTopl 3a1UTHl OT BPEIOHOCHBIX IPOTpamMM:

1. Ucnonb3yii COBpeMEHHbIE ONIEPALIMOHHBIE CUCTEMBI, UIMEIOIIIUE CEPhE3HbIN YPOBEHD 3aIUThI OT BPEIOHOCHBIX
porpamm;

2. IlocTostHHO ycTaHaBnuBai madtu (MUGpOBHIE 3aIIaTKH, KOTOPhIE aBTOMAaTHUECKH YCTAHABIIMBAIOTCS C IEIBIO
I0pabOTKK TPOrpaMMbl) W JIpyrue OOHOBIIGHHUS CBOCH ONepaluoHHOW cucTembl. CKauyMBail MX TOJBKO C
ourmansHoro caiita pazpadorunka OC. Ecnu cymiecTByeT pexkuM aBTOMaTH4eCKOTO OOHOBIICHHS, BKJIFOUH €T0;
3. Paboraii Ha cBoeM KOMIIbIOTEpE TOJ IpaBaMH MOJIb30BATENs, a HE aJMUHHCTpPATOpa. JTO HE IO3BOJIUT
OOJBIIMHCTBY BPEAOHOCHBIX MTPOTPaMM MHCTAJUTMPOBATHCSA HA TBOEM NEPCOHATLHOM KOMITBIOTEPE;

4. Vicnonb3yil aHTUBHPYCHbIE NPOrpaMMHBIE MPOAYKTbl H3BECTHBIX IMPOU3BOJAUTENEH, C AaBTOMAaTHYECKUM
obHoBIEHHEM 0a3;

5. Orpannup GU3NYECKUH TOCTYT K KOMIIBIOTEPY JUI HOCTOPOHHMX JIHII;

6. Mcnonp3yit BHENTHHE HOCUTENH WHGOPMAITUH, TaKue Kak (Iiemka, TUCK win (aiil u3 MHTEpHETa, TOIBKO U3
MIPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkpbIBail KOMIIbIOTEPHBIE (PAiiIIbI, MOTYUYEHHbIE U3 HEHAAEKHBIX UCTOYHUKOB. Jlaxke Te (ailiibl, KOTOpbIE
NpUCIIaj TBOM 3HaKOMBIH. Jlydle yTouHU y HEro, OTHPABIISI JIX OH TeOe uX.

Ceru WI-FI

Wi-Fi - 3T0 He BuA mepenayd AaHHBIX, HE TEXHOJOIHs, a BCEro Juib OpeHa, mapka. Eme B 1991 romy
HUJepiaHjckas KomnaHus 3apeructpupoBana Opena "WECA", uto oGo3nauano cioBocouetanue "Wireless
Fidelity", xoTopslii mepeBoaUTCS Kak "GecrpoBOIHAs TOUHOCTh".

Jlo Hamero BpeMeHW Jomnuia apyras a0OpeBuaTypa, KOTOpas SBISETCS TaKOH K€ TEXHOJOTHEW. ITO
ab6peBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAapT BBICIIEH 3ByKOBOW TexHuKU Hi-Fi,

YTO B MEPEBOJIE O3HAYAET ""BHICOKAS TOUHOCTH'.



Ja, GecruiaTHBI MHTEPHET-IOCTYT B Kade, OTEeNAX U adporopTax SBISETCS OTIMYHONW BO3MOXKHOCTHIO BHIXO/A B
uHTepHeT. Ho MHOTHE 3KCnepThl cuuTaroT, 4to obmmenoctynabie Wi-Fi ceTu He sSBISIOTCS 6€30MaCHBIMU.
CoBeTbl 10 6€30MaCHOCTH PabOThI B 00MIETOCTYHHBIX ceTssx Wi-fi:

1. He nepenasaii cBoro nuuHyto uHDopmammto yepe3 odmenoctynabie Wi-Fi cetn. Paboras B HUX, kenateabHO
HE BBOJUTH NIAPOJIN JOCTYTIA, JIOTHUHBI U KAKHE-TO HOMEPA;

2. Vcnionb3yit 1 OOHOBIISAH aHTUBUPYCHBIE MpOrpaMMbl U Opanamayep. Tem cambIM Thl oOe3omacuiib ceds OT
3aKayKH BUpPYyca Ha TBOE yCTPOUCTBO;

3. IIpu ncnonmszoBannu Wi-Fi otkimoun dynkiuio "O0muit noctyn k ¢aitiiam u npuatepam". JlanHas GyHKIIS
3aKphITa 10 YMOJYAHHIO, OJHAKO HEKOTOpPbIE IMOJb30BATEIH aKTUBHPYIOT €€ Ui yZ0OCTBa HMCIIOIb30BAHUS B
pabote unu yueoe;

4. He ucnone3yii nmyommunsiii WI-FI a1 mepenayn TUYHBIX JaHHBIX, HAPUMED JIJIS BBIXO/a B COIIMAIBHBIE CETH
WIH B AJIEKTPOHHYIO IIOUTY;

5. Hcnonb3yii Topko 3ammmenHoe coeauaenne yepe3 HTTPS, a ue HTTP, 1.e. mpu HabGope BeO-ampeca BBOIU
nmenHo "https://";

6. B mMobunsHOM Tenedone otkimtoun ¢yHkuuio "Tlonkmouenne k Wi-Fi aBromarmuecku". He nomyckait
aBTOMATHYECKOT0 MOAKIIOYEeHHUs yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacwusi.

ConuanbHele C€TH

ConmanbHbple CeTH aKTUBHO BXOJST B HAIly >KM3Hb, MHOTHE JIIOJM pa0OTAlOT M KUBYT TaM IOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH MIJUTHApH YEJIOBEK, YTO SBISETCS OJHOW CEIbMOM BCEX JKUTENEW TUIAaHETHI.
MHorue monap30BaTeIn He MOHUMAIOT, YTO MH(OPMAIHs, pa3MeIIeHHast IMHA B COLUAIIBHBIX CETSAX, MOXKET OBITh
Haii/leHa U MCII0JIb30BaHa KeM YTOJHO, B TOM YHUCIIe He 0053aTeNIbHO C OJIariMy HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 0€3011aCHOCTH B COLUANIBHBIX CETSIX:

1. Orpannub cIMCOK Apy3el. ¥ Te0s B Ipy3bsiX HE TOJDKHO OBITh CIy4YalHBIX U HE3HAKOMBIX JIFOACH;

2. 3amumail cBoro 4acTHYIO *ku3Hb. He ykasbiBaii mapoinu, TenedoHsl, agpeca, 1aTy TBOETO POXKACHUS U IPYTYIO
JUYHYI0 WHPOPMALHUIO. 3J0yMBIIIICHHUKH MOTYT HCIONB30BaTh Aake MH(OpMAIMIO O TOM, KaK Thl M TBOH
POIUTENHN TUTAHUPYETE TPOBECTH KAHUKYJIBI;

3. 3ammimail CBOIO peryTaluio - JIEpPKU €€ B YUCTOTE M 3ajaBail ceOe BOMpoc: XOTen Obl Thl, YTOOBI Apyrue
MOJIb30BaTeIM BUENIU, YTO Thl 3arpyxkaemsb? Ilogymaid, mpexne yeM uTO-TO OMyOIMKOBATh, HAMUCATh U
3arpy3uTh;

4. Ecau TBI TOBOPUIIIH C JIIOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE PEAIbHOE MMsS M IPYTYIO JTUYHYIO
nHPOPMAIIUH: UMsI, MECTO KHUTEIHCTBA, MECTO YU€OBI U TIpOUEE;

5. N36eraii pazmenienus (otorpaduii B MHTEpHETE, IIe Thl M300paKeH Ha MECTHOCTH, IO KOTOPOW MOKHO
OIPEAETUTh TBOE MECTOIOIOKEHHE;

6. Ilpu peructpanuu B COUAIbHON CETH HEOOXOIMMO HUCIOJIB30BATH CIOXKHBIE MMAPOJIH, COCTOALINE U3 OYKB U
UQp U ¢ KOJINYECTBOM 3HAKOB HE MeHee §;

7. 5 cOLMaNbHON CETH, MOYThI U IPYTHX CAaTOB HEOOXOIMMO HUCIIOJIb30BaTh pa3Hble naposuu. Toraa ecinu Teds
B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH MOJIy4aT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DNEeKTPOHHBIE JIEHbIU

DJIeKTPOHHBIE JACHBIH - 3TO OYEHb yMOOHBIN CIOCO0 TUTaTeXei, OMHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOPHIE
XOTAT MOJTYYUTh 3TU JI€HBIH.

DNEeKTPOHHBIE JIEHBI'M MOSBUINCH COBCEM HEAABHO U MMEHHO M3-3a 3TOI0 BO MHOT'MX rOCYAAapCTBax A0 CHUX MOp
HE TIPOTIMCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT M O HUX YK€ MPOIMHMCAHO B 3aKOHE, TJe X Pa3/IeSIOT Ha HECKOJIBKO BUJIOB -
AHOHMMHBIE U HE aHOHHMMHBbIE. Pa3HUIIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpoBOAUTh
onepanu 0e3 MACHTU(UKAMU TOJB30BaTENsl, @ B HEAHOHHMHBIX HACHTU(UKALMSA MOJIb30BaTENs SIBISETCS
00s13aTeTbHOM.



Tarxoke cienyeT pa3anyaTh 3IEKTPOHHBIE (PHAaTHBIEC ACHBIH (PaBHBI TOCYIaPCTBEHHBIM BAJIIOTaM) U AJIEKTPOHHBIE
He(uaTHbIE ACHbIH (HE PaBHBI TOCYJapCTBEHHBIM BaTIOTaM).

OcCHOBHBIE COBETHI 110 0€3011aCHOM paboTe C JIEKTPOHHBIMU I€HbIAMU:

1. [IpuBsHkHM K cueTy MOOWIBHBINA Telne@OH. ITO caMblii YAOOHBIH M OBICTPBIA CIIOCOO BOCCTAHOBHTH JOCTYH K
cuery. [IpuBsizanHbIid TeneoH MOMOXKET, eciu 3a0yaenTb CBOW IUIATEKHBIN Mapoib WM 3aiAelib Ha CalT C
HE3HAKOMOTO YCTPOUCTRA;

2. Ucnonw3yit oagHopaszoBble mapoyn. llocie mepexojna Ha YCWICHHYIO aBTOpHM3alluio Tebe yke He Oynaer
YIPO’KaTh ONACHOCTh KPa)ky WIIM IIEpeXBaTa MIaTEKHOTO MapoJIs;

3. BeiGepu cnoxHbIi mapods. [IpecTynmHrkam OyaeT He TPOCTO yraaaTh CIOKHBIN mapoib. HanesxxHbie mapony -
3TO MApOJH, KOTOPBIE COAECPKAT HE MEHEe 8 3HAKOB M BKJIFOYAIOT B €05l CTPOUHBIE U MPOMUCHBIE OYKBBI, HU(DPHI
Y HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HaK Jojuiapa, pyHTa, BOCKIMLIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMUHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE TOBEPSECIIb.

DNeKTpoHHAas ouTa

ONeKTpOHHasi HOoYTa - 3TO TEXHOIOTUS U MpPEeNOCTaBIsIeMble €10 YCIYI'M IO MEepechlIKe U IMOJYYEHHUIO
AJIEKTPOHHBIX COOOIICHNU, KOTOPBIE PACTIPEACTISIOTCS B KOMIBIOTEPHOH ceTH. OOBIYHO 3IEKTPOHHBIN MOYTOBBIN
SIIUK BBITJBSIIUT CIEAYIONIMM 00pa3oM: UMs_IOJb30BaTeIA(@uUMs_JoMeHa. Takke KpoMe Iepenadd MpOoCTOro
TEKCTa, UMEETCS] BO3MOKHOCTh IepeaBaTh (ailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOI paboTe C IMEKTPOHHOM MOYTOM:

1. Hapno BIOpaTh NMpaBUIIBHBIN TOYTOBBIN cepBUC. B MHTEpHETE ecTh OrpOMHBIN BHIOOP OECIUIATHBIX MOYTOBBIX
CEPBHCOB, OJJHAKO JyYIlIe JOBEPATh TEM, KOTO 3HACILIb U KTO MEPBbIN B PEUTUHTE;

2. He yxka3piBaii B TMYHOH moYTe JTMYHYIO HHpopManuio. Hanpumep, mydie BeIOpaTh "My3bIKaabHbIN (aHaT@"
n "pok2013" Bmecto "temal3";

3. Ucnonb3yil ABYX3TAlHYIO0 aBTOPU3ALUI0. JTO KOI/Ia MOMUMO MapOoJis HY>KHO BBOJUTH KOJ, IPUCHUIAEMBIH 110
SMS;

4. BoiOepu C0XKHBINA Taposib. I KaKI0TO MOYTOBOTO SIIIUKA JTOJKCH ObITh CBOW HAJIC)KHBINW, YCTOHUMBBIN K
B3JIOMY IIapOJIb;

5. Ecin ecTh BO3MOKHOCTb HAIIMCATh CAMOMY CBOH JIMYHBIN BOIIPOC, UCIONb3YH 3TY BO3MOKHOCTB;

6. Vcnonp3yil HECKOJBKO MOYTOBBIX SIIMKOB. IIepBbIi A 4acTHOW MEPENUCKH ¢ aapecaTaMH, KOTOPBIM Thl
JOBEpsielllb. JTO AIIEKTPOHHBIN aipec HE HAJI0 UCIIOIB30BaTh MIPU PErHCTpaliy Ha Gpopymax u cairax;

7. He oTkpbIBail ¢aiiiel 1 Apyrue BIOKEHHS B MUCbMaX, Jake €CJIM OHHM NPUIIIM OT TBOMX Apy3eil. Jlyure
YTOYHU Y HUX, OTIIPABIISUIN JIU OHU Tebe 3TH (ailibl;

8. INocne okoHuUaHMsI pabOTHI HAa MIOYTOBOM CEPBUCE MEPe 3aKPHITHEM BKIIQJKH C CATOM HE 3a0y/b HaXaTh Ha
"BoiidTi".

KubepOynuHr wim BUPTyanbHOE H3A€BATEIHCTBO

KubepOymnuar - mpeciegoBaHue COOOIIEHUSMHU, COIEPKAIIMMU OCKOPOJICHHUS, arpeccuio, 3allyTHBaHUE;
XYJHUTaHCTBO; COLMAIbHOE OOMKOTUPOBAHUE C MOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHbIE COBETHI 110 00pHOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiicst B 60#. Jlydmmii crmoco0: MOCOBETOBATHCS Kak ce0si BECTH M, €CJIM HET TOro, K KOMy MO>KHO
00paTUTHCS, TO BHAYANIE YCIIOKOUTHCA. Eciy Thl HauHeNs 0TBE4YaTh OCKOPOICHUSAMHU Ha OCKOPOJIEHHS, TO TOIBKO
elie 0oJbIle Pa3oxKelb KOH(IIUKT;

2. Yopasinsii cBoeit kubeppenyrauueii;

3. AHOHUMHOCTP B ceTd MHUMas. CyIIeCTBYIOT CIIOCOOBI BEISICHUTD, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIWraHCKHH 00pa3 BHPTyaJabHOM >knM3HU. VIHTEepHET (QuKCHpyeT Bce TBOM JAEHCTBHSA U
COXpaHAET UX. Y IaauTh UX OyJIeT KpailHe 3aTpyHUTEIHHO;

5. Cobmrofiait CBOXO BUPTYaIbHYIO YECTh CMOJIONY;



6. Urnopupy#t enuanuHbIi HeraTwB. OIHOpa30Bble OCKOPOUTENbHBIE COOOLICHMS Iy4llle HTHOPHPOBATH.
OObIYHO arpeccus MpeKpalaeTcst Ha Ha4ajJbHOU CTa/luu;

7. ban arpeccopa. B mporpammax oOMe€Ha MTIHOBEHHBIMH COOOILEHUSIMH, B COLHMAJIBHBIX CETAX €CTh
BO3MOYKHOCTH OJIOKUPOBKH OTIIPABKU COOOILEHHI C ONPEAETICHHBIX aJIpecoB;

8. Eciu ThI cBUzeTens kubepOyummara. TBouM neiicTBUS: BBICTYIIUTH MPOTUB MPECIIe0BaTENs, I0Ka3aTh €My, 4TO
€ro JEWCTBUS OIICHMBAIOTCS HETAaTHBHO, MOJJIEPKATHb JKEPTBY, KOTOPOM HyXHa MCHXOJOTHYECKasl MOMOIIb,
COOOIIUTH B3POCIIBIM O (PaKTe arpecCHBHOTO MOBEJCHUS B CETH.

MoOubHBIH TenehoH

CoBpemenHble cMapT(HOHBI U TUIAHILIETHI COAEPKAT B ce0e BIOJIHE B3POCIHBIN (DYHKIIMOHAM, U TENeph OHU MOTYT
KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTepaMu. OJHAKO, CPEACTB 3aUTHI JJIs MOAOOHBIX YCTPOUCTB MOKa
O4eHb Majio. TecTUpOBaHME U MOUCK YSI3BUMOCTEN B HUX MPOMCXOAMUT HE TaK MHTEHCUBHO, Kak Juis IIK, To xe
camoe KacaeTcsi U MOOMIIbHBIX PUIIOKEHUH.

CoBpemeHHbIE MOOHMIBHBIE Opay3ephl yKe MPaKTUYeCKU JOTHAJIM HACTOJIbHBIE aHAJOTH, OJHAKO pacIIMpeHHe
(GyHKIIMOHAIA BIIEYET 32 CO00M OOJBIIYIO CI0XKHOCTh M MEHBUIYIO 3aIlUIIIEHHOCTD.

Jlasieko He BCe MPOW3BOAMTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTUUECKUE YSA3BUMOCTHU Ui CBOUX
YCTpPOMCTB.

OCHOBHBIE COBETHI [T O€30MaCHOCTH MOOHIIBHOTO TenedoHa:

Hudero He siBnsieTcst mo-HactosiieMy O6ecraTHbIM. Byas ocToposkeH, Beb Koria Tebe npeanaraT OecruiaTHbIN
KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

Hymaii, mpexxe uem oTrnpaButh SMS, ¢poTo nim Buaeo. Thl TOYHO 3HACHIb, TJ€ OHU OYAYyT B KOHEUHOM HTOTE?
Heo6xonmmumMo 0OHOBIISTH ONEPAaMOHHYIO0 CUCTEMY TBOETO CMapT(oHa;

Hcnone3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOMITBHBIX TeNe(OHOB;

He s3arpyxail mnpuiokeHus OT HEHM3BECTHOTO HCTOYHUKA, BEIb OHM MOTYT COJEpXKaTh BPEIOHOCHOE
pOrpaMMHOE 00ECTIeUCHHE;

[Tocne Toro Kak Tl BBIWICIIB C CaiiTa, rie BBOAWI JHYHYIO HH(POPMAIIUIO, 3ali11 B HACTPOUKHU Opay3epa u yaaiu
cookies;

[leproanuecku mpoBepsiii, KaKue MIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cCBOI HOMEp MOOHMIBLHOTO Tene(oHa TOIBKO JIFOJIIM, KOTOPBIX Thl 3HACIIH U KOMY JIOBEpSIEIIb;

Bluetooth momken ObITh BBIKIIIOYEH, KOT/Ia THl UM HE MoJb3yenbesi. He 3a0piBaii HHOTAA MIPOBEPATH 3TO.

Online urpst

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBIEC, 3aXBATHIBAIOIINE PAa3BJICUCHUS, OOBEIUHSIONINE COTHH THICSY
YeJIOBEK 10 BceMy MUPY. IrpoKu HCCIenyloT JaHHBI UM MHD, OOLIAIOTCS APYT C IPYTOM, BHITIOJHSIOT 3a/1aHUs,
CpaXaloTCsi ¢ MOHCTPAaMH M TIOJYYalOT OMBIT. 32 YJOBOJIBCTBUE OHHU IUIATAT: TOKYMAIOT JUCK, OIUIAYHBAIOT
a0OHEMEHT WJIM MPHOOPETAIOT KaKHe-TO OTIIHH.

Bce ot cpeactBa uayT Ha ojiepKaHUE U Pa3BUTHE UIPHI, a TAK)KE HA caMy 0€301acHOCTh: COBEPIICHCTBYIOTCS
CUCTEMbI aBTOPH3AllMM, BBIMIYCKAIOTCA HOBbIE MaTyd (UUGPOBbIE 3arlaTKA A MPOrpamm), 3aKpbIBArOTCS
ySI3BUMOCTH CEPBEPOB.

B momoOHBIX WTpax CTOWT OmMacaThCs HE CTOJBKO CBOHMX COIEPHHUKOB, CKOJIBKO KpakH TBOETO IapoJjs, Ha
KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3aIlMU OOJIBITUHCTBA UTP.

OCHOBHbIE COBETHI 10 O€30MACHOCTH TBOETO UTPOBOT0 AKKAYHTA:

1. Ecnu apyroit urpok BeJeT ceds MI0Xo UM CO3aeT Te0e HEMPUSITHOCTH, 3a0JIOKUPYH €ro B CIUCKE UTPOKOB;
2. IMoxaiyiicss aAIMHHACTPATOPaM MTPHI Ha TUIOXO0E MOBEJACHNE dTOTO UTPOKA, JKEIATeIHbHO MPUIOKHUTh KaKAe-TO
JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaii 11uHy0 HH(OpMaLKio B podaiiie Uurpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopHUIMAIbHBIC TTATIA U MOJIBI;



6. Vcrionb3yi CIOXKHBIE U Pa3HbIE TapOIIy;

7. Jaxxe BO BpeMsi UTPBI HE CTOUT OTKJII0YATh aHTUBHpPYC. [Ioka Thl Urpaelib, TBOH KOMIBIOTEP MOTYT 3apa3UTh.
OUIMHT WM Kpaka JIMYHBIX JTaHHBIX

OObIuHON Kpakeld JeHer M JOKYMEHTOB CETOJHsS Y€ HHKOrO HE yJIWBHUINb, HO C Pa3BUTHEM HHTEPHET-
TEXHOJIOTHH 37I0YMBIIIJICHHUKH IIEPEMECTHIIUCH B UHTEPHET, U POJIOJKAIOT 3aHUMATHCS "IMIOOUMBIM" 1eI0M.
Tak nosBUIachk HOBAasl yrpo3a: MHTEPHET-MOLIEHHUYECTBA WM (DUIIMHTL, IVIaBHAs L€JIb KOTOPOI'O COCTOUT B
MOJTy4YeHUU KOH(PUICHIMATBHBIX TaHHBIX MOJb30BaTeNel - JOrMHOB U napoJjeil. Ha anrnuiickom si3bike phishing
guraercs Kak gumuHr (ot fishing - peiOHas 10, password - mapodn).

OCHOBHBIE COBETHI 10 0OPHOE ¢ (HUIITHHTOM:

1. Cnenun 3a cBouM akkayHTOM. Ecam Thl momo3peBaellb, 4TO TBOS aHKETa ObLIa B3JIOMaHa, TO HEOOXOAUMO
3a0JIOKUPOBATH €€ U COOOIUTh aJMUHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOPEE;

2. Ucnionb3yit Ge3zomacHble BeO-CalThl, B TOM YHCJIE, MHTEPHET-MAara3uHOB M MOUCKOBBIX CUCTEM;

3. Hcnonb3yit cnoxHble W pa3Hble Mapoiu. Takum oOpa3oM, eciau Teds B3JIOMAaIOT, TO 3JI0YMBIIUICHHUKH
HOJIy4aT AOCTYH TOJBKO K OZTHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B370MajM, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE 100aBlIeHb y T€Os B
Ipy3bsiX, O TOM, 4TO TeOsl B3JIIOMAJH M, BO3MOXKHO, OT TBOETO MMEHH OyJeT pacChlUIaThCs CIaM U CCBUIKH Ha
(UIIMHTOBBIE CANTHI;

5. YcranoBu HagexHsli mapois (PIN) Ha MoOmiIbHBIH Tenedon;

6. OTKIII0YM COXpaHEeHHUE Tapoisi B Opaysepe;

7. He otkpbiBaii (aiiiiel M Apyrue BIOKCHHS B MHChbMax, MaKe €CJIM OHW MPHIILIA OT TBOUX Apy3ei. Jlydiie
YTOYHHU Y HHUX, OTIIPABIISUIN JIU OHU TeOe 3TH (Hailibl.

[udposas pemyrarus

[Mudposast permyTtanus - 3TO HeraTWBHAas WIM NO3UTHBHas MH(opMmaius B cetu o Ttebe. Kommnpomerupyromas
uHpOpMaLus, pa3MelleHHas B HHTEPHETE, MOXKET CEphe3HbIM 00pa30oM OTPAa3UThCSA HAa TBOEW PEaNbHOW KHU3HU.
"udpoas pemyrarus" - 3T0 TBOH UMUK, KOTOPBIH popmupyeTcs n3 nHpopMaluu o Te0e B MHTEPHETE.

TBO€ MeCTO XUTENbCTBA, yueObl, TBOEC (PUHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapaKTepa U PaccKasbl O OJIU3KUX
- BCE 3TO HAKAIUINBACTCS B CETH.

MHorue noApoCTKH JETKOMBICIEHHO OTHOCSTCS K ITyOJIMKaIMY JIMYHON nHpopmanuu B HTEpHETE, HE TOHUMAS
BO3MOXHBIX TOCIEACTBUA. ThI Ja)ke HE CMOXEIIb JIOTaJaThCsl O TOM, 4TO (oTorpadus, pasMelIeHHAs 5 JeT
Ha3aJ, cTajga MPUYMHON OTKa3a MPUHSATH TeOs Ha paboTy.

KommenTapum, pazmeieHie TBoux ¢ororpaduii 1 Apyrue JeicTBUS MOTYT HE HCUE3HYTh JIaXKe M0CTIe TOro, Kak
THI MX yAaJdUIIb. Thl HE 3HaElIb, KTO COXPAaHWI 3Ty MH(OPMAIUIO, MONala JU OHA B MOUCKOBBIE CUCTEMBI U
COXpaHHWJIAch JIM OHA, a TJIABHOE: YTO MOJAYMAIOT O TeOe OKpY’KaIoIIMe JIOJIU, KOTOPhIe HAUAYT M YBUAAT 3TO.
Haiitn nHpOpMaLnio MHOTO JIET CIYCTSI CMOXET J1000H - Kak M3 J00pbIX MOOYKACHUH, TaKk U C HAMEpECHUEM
MPUYUHUTH BPEJl. DTO MOXKET OBITH KTO YTOJTHO.

OcHOBHBIE COBETBHI 10 3alIUTE LU(PPOBOI penyTanuu:

1. [Tomymaii, mpeske yeM uTo-TO MyOJUKOBATh U MepeiaBaTh y ceds B 0J10re WK B COIMATILHON CeTH;

2. B HacTpoiikax mpo¢uis yCTAaHOBH OTPAHUYEHUS] HA IPOCMOTP TBOETO MPOQUIIS U €r0 COAECP)KUMOTO, Ccaeai
€ro TOJIbKO "aJis ipy3eit”;

3. He pa3menaii u He yka3biBail HH(GOPMALIKIO, KOTOPask MOXKET KOro-1100 OCKOPOJIATh UM OOUXKATh.
ABTOpCKOE ITpaBo

CoBpeMeHHbIE IIKOJIBHUKU - aKTHBHBIE MOJIb30BaTEIHN U(POBOro mpocTpanHcTBa. OIHAKO JaJIeKO HE BCE 3HAIOT,
YTO TIOJH30BAHHE MHOTMMH BO3MOXHOCTAMH LUpoOBOro Mupa TpeOyer coOmioleHus TMpaB Ha

HUHTCJUICKTYAJIbHYTO COOCTBEHHOCTb.



TepmuH "WHTEIEKTyallbHasE COOCTBEHHOCTH" OTHOCHUTCS K Pa3IMYHBIM TBOPCHHSM YEJIOBEYECKOTO yMa,
HA4YMHas C HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U 3aKaHYUBas
KHUTamu, poTorpadusmMu, KHHOPUIbEMaMU U MY3bIKaJIbHBIMU POU3BEICHUSIMH.

ABTOpCKHE IpaBa - 3TO MpPaBa Ha MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha MPOM3BENEHHS HAYKH, JIUTEPATYPHI U
HCKycCTBa. ABTOPCKHE IpaBa BBICTYMAIOT B KAYECTBE FAPAHTUH TOTO, YTO WHTEIUICKTYaJIbHBIN/TBOPUYECKHNA TPYA
aBTOpa He OyAeT HaIllpacHbIM, JaCT €My CIIpaBeIJIMBbIe BOZMOKHOCTH 3apad0TaTh Ha pe3yJibTaTaX CBOEro Tpyaa,
MOJy4YNUTh M3BECTHOCTh M Tpu3HaHue. HukTo 0€3 paspelieHus aBTOpa HE MOXKET BOCIPOU3BOJIUTH €r0
NPOM3BEICHUE, PACIPOCTPAHATH, yOJINYHO AEMOHCTPUPOBATH, MPOIaBaTh, HIMIIOPTHPOBATH, ITyCKATh B MIPOKAT,
MyOJIMYHO UCTIONHSTH, IIOKA3bIBATH/UCIIONHATE B 3dupe miu pasMernats B IHTepHeTe.

Ucnonp3oBanue "muparckoro" mporpaMMHOIO OOECHEYEHHUs] MOXKET MPUBECTH K MHOTHUM PUCKaM: OT MOTepU
JAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKHM TBOETO YCTPOMCTBa, Iie YyCTAaHOBJICHA HeJerajabHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIEC U OSCIUIATHBIE IPOTPAMMBI, KOTOPhIE MOXXHO HAWTH B CETH.
O noprane

CereBu4OK.p( - TBOM TIaBHBIN COBETYMK B CETH. 37€Ch Thl MOXKEIh Y3HATh O 0€30MMACHOCTH B CETH MOHATHBIM U
JOCTYTHBIM SI3bIKOM, @ TIPU BOSHUKHOBEHUH KPUTUYECKOW CHTyaIlMH OOPaTUTHCS 32 COBETOM. A Tak)Ke MPHUHATH

ydacTHe B KOHKypCax U CTaTh CaMbIM I (PPOBBIM IpaXkTaHHHOM !

ITpunoxxenune N 3
[IAMSTKA JJISI POOUTEJIEX Ob TH®OPMAIIMOHHON BE3OIIACHOCTH JETEN

Onpenenenne TepMuHa "wHGOpMaIMoHHas 0e30macHOCTh neTei" copepxkurcs B DenepanbHom 3akone N 436-
@3 "O 3ammre nereil or MHpOpMALMU, MPUYMHSAIOLIEH Bpel MX 3JI0POBBIO U Pa3BUTHIO", PETYIMPYIOLIUMM
OTHOLIECHHUS, CBA3aHHBIE C 3AIIUTON JeTeil oT MH(poOpMalMu, NMPUYMHSAIOLIEH Bpel HMX 310pOBbI0 U (WIIN)
pasButHo. CoriacHO JaHHOMY 3akoHY "uH(opMmaimoHHas Oe30macHOCTh JAeTeil" - 93TO0  COCTOsSHHE
3alIMIEHHOCTH, TPU KOTOPOM OTCYTCTBYET PHUCK, CBSI3aHHBI C NpHUYMHEHHWEM HH(oOpManueid Bpena ux
3JI0POBBIO U (WIH) PU3HUECKOMY, ICUXHUECKOMY, TYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.
B cuny ®enepanbhoro 3akona N 436-03 undopmaruei, npuauHAOLIEH Bpex 310pOBbI0 U (WJIM) Pa3BUTHIO
JeTeH, SBISAETCS:
1. madopmaryst, 3anpenieHHas Uit paclpoCTPaHEeHUs CPElIU JIETei;
2. uHdopmarus, pacpocTpaHEeHHEe KOTOPOH OIrpaHUUYCHO CPE/IN ETEH ONpeieIeHHBIX BO3PACTHBIX KaTErOPHil.
3. K undopmarum, 3anpenieHHon st pacipoCTpaHeHHs CPeIn AeTel, OTHOCUTCS:
4. uadopmanus, noOyxaaronas AeTell K COBEPIICHUIO NEHCTBUM, MPEICTABISIONIMX YIPO3Y UX KU3HH U (MIH)
3I0POBBIO, B T.4. MPUYMHEHHIO BPe/ia CBOEMY 3/JI0POBBIO, CAMOYOHUUCTBY;
5. crocOOHOCTh BBI3BATH y JI€TEH JKEIaHUE YNOTPEOUTh HAPKOTUUECKUE CPEJCTBA, MCUXOTPOINHBIE M (MIIH)
OJypMaHHUBAIOIINE BEIIECTBA, TaOauHbIE M3JENIUs, AJKOTOJIbHYI0 M CHHPTOCOJEPXKAILYI0 MPOAYKIHIO, IHBO U
HAIUTKHU, U3rOTaBIMBAeMble HA €r0 OCHOBE; MPHUHATH YYacTHE B a3apTHBIX UIpax, 3aHUMATbCS MPOCTUTYLIMEH,
OpOSKHUYECTBOM MJIU MONPOLIAHHUYECTBOM;
6. 000CHOBBIBAIONIAS] WJTM OIPABABIBAIOIIAS JOMYCTUMOCTh HACWIINA U (WITH) JKECTOKOCTH JTHOO TIOOY KAaromast
OCYIIECTBISATh HACHIBCTBEHHBIE AEHCTBHS MO OTHOLICHUIO K JIFOJIIM M KUBOTHBIM;
7. oTpuuarolias ceMeiHble LEHHOCTH U (OpMHPYIOLAs HEyBa)KEHHE K POJUTENSM M (WIM) IPYTUM 4YJIeHaM
CEMbU;
8. ompaB/bIBaIONIAs MPOTHBONIPABHOE ITOBE/ICHUE;
9. comeprkarias HellEeH3ypHYIO OpaHb;
10. cogepxatnas nHGOpMAIHIO TOPHOrpahUIECKOro XapakTepa.

K nnpopmanuu, pacnpoctpaHeHre KOTOPOI OrpaHUYEHO CPeIn AeTel ONpeIeIeHHOrO BO3pacTa, OTHOCUTCS:


https://legalacts.ru/doc/federalnyi-zakon-ot-29122010-n-436-fz-o/#100021
https://legalacts.ru/doc/federalnyi-zakon-ot-29122010-n-436-fz-o/#100040

1. mHpOpMaIHs, TpencTaBisieMas B BUAC HW300paKCHHUS WM OIMCAHUS >KECTOKOCTH, (U3NIECKOTO W (WIIH)
MICUXUYECKOTO HACUJIHS, MPECTYIUICHUS WIIK UHOTO aHTHOOIIECTBEHHOTO JICHCTBHS;

2. BbI3bIBAIONIAs Yy JAETeH CTpax, yKac WiH MMaHUKY, B T.4. IPEICTaBisieMas B BU/I€ U300paKeHHs UM ONMCaHUs B
YHIDKAIOIIEH 4YeJI0BEYeCKOe JIOCTOMHCTBO (hopMe HEHACHIILCTBEHHOW CMepTH, 3a0oiieBaHMs, camMOyOuiicTBa,
HECUaCTHOTO CIIy4asi, aBapHU WM KaTacTpodbl U (WIIH) UX NOCIEICTBHIA;

3. mpeacTaBisgeMas B BUIE U300pa)KEHUs MU OMMCAHUS TTOJIOBBIX OTHOIIEHUH MEXKIY MY>KUYUHON U JKEHIIIMHOM;
4. coneprkaiiasi OpaHHbBIE CJIOBA U BBIPAXKEHHSI, HE OTHOCSIIUECS K HELIEH3YPHOH OpaHH.

C yuetom storo Bam npennararorcst npaBuia paboTsl B ceTH VIHTEpHET U1 pa3inYHbIX BO3PACTHBIX KaTETOpHil,
COOJTFO/ICHNE KOTOPBIX IMTO3BOJIUT 00ECTICYUTh HHPOPMAITMOHHYIO 0€30ITaCHOCTh BAIIIUX JIETCH.

OO61ue npaBuia uist poauTenen

1. HezaBucumo oT Bo3pacTa peOeHKa HMCIOIB3YHTE MporpaMMHOe obecrieueHue, momMorarmiiee GuibTpoBaTh U
KOHTPOJIMPOBATh HHPOPMALIUIO, HO HE MOJIaraiiTech MOJHOCTHIO Ha Hero. Baiie BHUMaHue K peOeHKY - TJIaBHBIN
METO/]I 3aIHTHI.

2. Ecnu Bam peOeHOK MMeEET aKKayHT Ha OJIHOM M3 coummalbHbIX cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.11.), BHUMATEIbHO U3YUHTE, KAKYI0 HHPOPMALIMIO IOMEIAIOT €r0 YYaCTHUKU B CBOMX MPOQHIIAX
u Onorax, Bkito4as ¢pororpaduu u BUaeo.

3. IlpoBepbTe, C KAKUMH JPYTMMHU CaliTaMM CBsI3aH coLualbHbIN cepBuc Bamero pedenka. Ctpannuku Baiero
pebeHka MOTryT ObITh 0€30MacHBIMH, HO MOTYT M COJAEPKaTh CCHUIKM Ha HEXellaTeJbHbIE M OIMAcHbIE CAWTHI
(Hampumep, MOPHOCANT, WM CAlWT, HA KOTOPOM Jpyr YIIOMHHAaET HOMEp coToBoro Tenedona Bammero pebenka
nnu Bam nomamntauii aapec)

4. Tloompsiite Bammx npereit coobmarb 000 BCeM CTPaHHOM HJIM OTTAJIKHBAIOIIEM U HE CIHUIIKOM OCTPO
pearupyirte, KOrja OHM 3TO JENaloT (M3-3a OMaceHWs MOTepsATh NOCTyn K VIHTepHeTy neTd He TOBOPST
pOIUTENAM O MPoOJIeMax, a TaKKe MOTYT HauaTh MCIIOJIb30BaTh VIHTEpHET BHE IOMa U IIKOJIBI).

5. ByapTe B Kypce cereBoit xu3HM Bamiero pedenka. MHTepecyiTech, KTO UX Ipy3bs B MIHTEpHET Tak ke, Kak
HMHTEPECYETECh PEATbHBIMU JIPY3bSMHU.

Bospact ot 7 no 8 ner

B Hutepnere peOeHOK cTapaercsi MOCETHTh T€ WJIM HMHBIE CalThl, a BO3MOXKHO W 4YaThl, pa3pelieHue Ha
MOCEIICHUE KOTOPBIX OH HE mosydms Obl oT poxuteneil. [Tostomy poaurensM ocoOeHHO TONE3HBI OyayT Te
OTYETHl, KOTOPbIE NPEJOCTABISAIOTCS MporpaMMaMH [0 OrPaHMYEHHUIO HcCMosb3oBaHuA WHTepHera, T.e.
Ponurensckuii KOHTPOIB WK TO, YTO BBl CMOXKETE YBUACTHh BO BpEMEHHBIX (aitnax. B pesynbrare, y pebenka He
OyZeT OIIYIICHHUS, YTO 32 HUM BEIETCS TOCTOSIHHBIN KOHTPOJb, OJHAKO, POAUTENN OYAyT MO-TIPEKHEMY 3HATD,
Kakhe CalThl mocemiaeT ux pebeHok. Jletm B maHHOM Bo3pacTe 001aJar0T CHIBHBIM YYBCTBOM CEMbH, OHH
JIOBEpUMBBI U HE COMHEBAIOTCS B aBTOpuTeTax. OHM JIIOOAT UIpaTh B CETEBbIE UIPHl M IYTELIECTBOBAThH IO
WnuTepHeTy, MCnonb3ys SJEKTPOHHYIO MOYTY, 3aX0AUTh Ha CAWTHI U YaThl, HE PEKOMEH/I0BAaHHBIC POAUTEIISIMHU.
CogeTsl 10 Oe30macHOCTH B ceTH MHTEpHeT s aeteii 7 - 8 et

1. CoszpaiiTe cHMCOK JOMAalIHUX TNpaBuil MocemleHuss MHTepHeTa mnpu ydyacTuM JeTedl u TpedyiTe ero
BBITIOJTHEHMS.

2. Tpebyiite ot Bamero pebenka coOMIOACHUS BPEMEHHBIX HOPM HAaXOXAEHUs 3a KoMmmbioTepoM. [lokaxute
pebenky, uto Ber HaOmrOMaeTe 32 HUM HEe MOTOMY 4TO Bam 310 X04eTcs, a motomy uto Ber 6ecriokontech 0 ero
0€30MacCHOCTH U BCErJa rOTOBbI €My MIOMOYb.

3. Kommerotep ¢ moaxmoueHueM kK MHTepHETY IOJKEH HAXOAUThCS B OOLIEH KOMHATe MOJ MPUCMOTPOM
poauTenen.

4. Vicnonp3yiTe crienuaibHble JJETCKUE MTOUCKOBBIE MAIIIMHBI.

5. Hcnonw3yiite cpeictBa OJOKMPOBAHUS HEXKEIATEIbHOIO KOHTEHTa KaK [OMOJHEHHE K CTaHIapTHOMY
PonurensckomMy KOHTPOITIO.

6. CoznaiiTe ceMeHHBIN AIIEKTPOHHBIN AIMUK, 9TOOBI HE TIO3BOJIUTH IETSIM UMETh COOCTBEHHBIE ajpeca.



7. BiokupyiTe AOCTYN K caiiTaM ¢ OeCIUIaTHBIMH TOYTOBBIMHU SIIIUKAMHU C TOMOIIBIO COOTBETCTBYIOIIETO
MIPOrPaMMHOTO 00ECTICYSHHS.

8. Ilpuyuure nmereli coBeToBaThCsi ¢ Bamu mepex onmyOnuKoBaHMEM KakoW-1uM00 HH(OpMAIMM CpelcTBaMu
AJIEKTPOHHOH MOYTHI, YaTOB, PETUCTPALIMOHHBIX ()OPM U TPOPUIIEH.

9. HayuuTe neteit He 3arpy>kath (haiiipl, MpOrpaMMbl HITH MY3bIKY 0€3 BaIllero Coriacusl.

10. He paszpemraiite qeTsM UCIIOIB30BaTh CIIY»KObl MTHOBEHHOT'O 0OMEHa COOOIICHUSIMU.

11. B "GenbIit" cmucok caliToB, pa3pelIeHHBIX IS TIOCEIICHUS, BHOCHUTE TOJBKO CAlThI ¢ XOPOIIEH penyTarueii.
12. He 3a0wiBaiiTe OecenoBath ¢ IEeThbMHU 00 WX Npy3bsix B MHTepHeTe, Kak ecnu Obl pedb IUIa O JPY3biX B
pEaTbHON KUA3HU.

13. He nemaiite "ta0y" U3 BONPOCOB MOJOBOM JKU3HM, TaK Kak B MIHTepHETE AETH MOTYT JIETKO HATKHYTbCA Ha
MOPHOTPA(HIO WU CAUTHI "1J1s1 B3pOCIBIX".

14. Ilpuyunre Bamero peGenka coodmare BaM O JIOOBIX yrpo3ax WM TpeBOTrax, CBA3aHHBIX ¢ MHTepHETOM.
OcraBaiiTech CIIOKOWHBIMU U HAIIOMHUTE JIETSIM, YTO OHU B O€30IaCHOCTH, €CIIM CaMH PAacCKa3ald BaM O CBOUX
TpeBorax. [loxBanure ux v MOCOBETYNUTE MOJONUTH €llle pa3 B MOJAOOHBIX CIydasiX.

Bospact nereit ot 9 no 12 ner

B manHOM BO3pacTte aeTH, Kak MMpaBHJIO, YK HACIBILAHBI O TOM, Kakas nH(opMamus cyuiectByer B IHTepHeTe.
CoBeplIeHHO HOPMaJIbHO, YTO OHU XOTST 3TO YBUIETb, IPOYECTb, yCIAbIATh. [Ipy 3TOM HYHO MOMHHTH, YTO
JOCTYIl K HEXeJlaTeJIbHBIM MaTepuallaM MOXKHO JIETKO 3a0JO0KHpOBaTh NMpH HoMoly cpeacTB Poaurenbckoro
KOHTPOJIS.

CoBeTsl 0 0e30ITacHOCTH U1 aereit ot 9 mo 12 ner

1. Co3paiiTe CIMCOK JIOMAITHHUX MPABHJI MoceneHns HTepHeT npy yd4acThu Aeteil u TpeOyiTe ero BBIIOIHEHHS.
2. TpeOyiite ot Bamero peberka co0t0/IeHIS] HOPM HAXO0XKACHUS 32 KOMIIBIOTEPOM.

3. HaGmromaiite 3a peGeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAXHUTE €My, 4To Bbl OecrokouTech O €ro
0€30IacHOCTHU ¥ BCEria TOTOBBI OKa3aTh €My ITOMOIIIb.

4. KomnbloTep ¢ mnojakioyeHueM B HHTepHET NOKEeH HaxoIuThCs B OOLIEH KOMHAaTe MoJ MPUCMOTPOM
poauTenen.

5. Hcnonp3yiite cpeicTBa OJOKMPOBAHUS HEKEIATEIHHOTO KOHTEHTA KaK [OMOJHEHHWE K CTaHJapPTHOMY
Ponurensckomy KOHTPOJTIO.

6. He 3a0bIiBaiiTe mprHMMAaTh HEMOCPEACTBEHHOE ydacTHE B JKM3HHM peOeHka, OeceloBaTh C ACTbMH 00 HX
npy3bsax B HTepHeTe.

7. HacrauBaiite, 94T00ObI IETH HUKOT/1a HE COTJIAIIATINCH HA JIMYHBIC BCTPEUH C Apy3bsiMu 10 HTEpHETY.

8. [To3BousAliTe AETSM 3aXOAUTH TOJIBKO HA CAWTHI U3 "0enoro" crmcka, KOTOPbIi CO3/1aliTe BMECTE C HUMH.

9. Ipuyuute neTeil HUKOTAA HE BHIIABATh JIMYHYI) MH()OPMAIMIO CPEACTBAMH SJCKTPOHHOW IMOYTHI, YaTOB,
CHCTEM MI'HOBEHHOTO0 OOMEHa COOOIICHUSMH, PETUCTPALIMOHHBIX (POPM, JTUYHBIX MPOoQUIIeH U MPU PEruCTPaLUH
Ha KOHKYpchl B IHTEpHETE.

10. Ilpuyuure neredt He 3arpyxarb nporpammbl 0e3 Barmero paspemienus. OObsICHUTE MM, YTO OHHU MOTYT
CIIy4aifHO 3arpy3UTh BUPYChI HJIU IPYTO€ HEXKENaTeNIbHOE MPOrpaMMHOE 00ecieYeHHE.

11. Coznaiite Bamemy peGeHKY OrpaHUYEHHYIO YUETHYIO 3aITUCh Ul Pa0OTHI HA KOMITBIOTEPE.

12. Ilpuyunre Bamero peGenka coobmare BaM O JIIOOBIX yrpo3ax WM TPEBOTrax, CBA3aHHBIX ¢ MHTepHETOM.
Hanomuure netaMm, 4to oHM B 0€3011aCHOCTH, €CIIM CaMU PacCKa3alid BaM O CBOMX TPEBOTax M OMACEHHUSX.

13. Pacckaxkure aetsam o nopHorpaduu B UntepHere.

14. HacrauBaiite Ha TOM, 4TOOBI JAETH MPENOCTABISLIM BaM JOCTYH K CBOCH DJIEKTPOHHOM IMOYTE, YTOOBI BBI
yOeMIUCh, 4YTO OHU He OOIIAI0TCS C HE3HAKOMIIAMH.

15. OOBsicHUTE OETSIM, YTO HEJIb3s UCIIOJIb30BATh CETh JUISl XyJIUTaHCTBA, PACIPOCTPAHEHUS CIUIETEH WU YIpo3.

Bo3spact gereii ot 13 mo 17 net



B sTOoM BO3pacTte MOIPOCTKM aKTUBHO HCIOJB3YIOT IMOMCKOBBIE MAIIMHBI, MOJB3YIOTCSA 3JIEKTPOHHOM IMOYTOM,
Clly’)k0aMHU MTHOBEHHOT'O OOMEHA COOOILEHHUSMHU, CKAUMBAIOT MY3bIKYy U (UiIbMbl. MallbuuKkaM B 3TOM BO3pacTe
Oouibllle 110 HPAaBy CMETaThb BCE OTPAHMYEHUS, OHM XKaKAyT IpyOOro rOMOpa, a3apTHBIX WP, KApTUHOK '"IUIs
B3pocibIX". JIeBOUKHM MPEeaNnoOYHMTalOT OOIIaThes B 4YaTax, NMPH TOM OHHM ropas3io Oojiee YyBCTBUTEIBHBI K
CEKCyalIbHBIM JloMorarenbcTBaM B IHTepHere.

3ayacTyro B JJaHHOM BO3pacTe pPOJUTENSIM YK€ BECbMa CIIO)KHO KOHTPOJIMPOBAaTh CBOMX J€TEeH, Tak Kak 00
WnTepHere oHM yXKe 3HAIOT 3HAUMUTENBHO OOJIbIIE CBOMX poauTeneil. TeM He MeHee, HE OTIyCKalTe NeTeil B
"cBoOoHOE TUTaBanue" 1o MHTepHeTy. CTapaiiTech akTHBHO Y4acTBOBaTh B 00IIeHUN peOeHka B IHTepHETE.
BaxHo mo-npexxHemy ctporo coOmronaTh mpasumia MHTepHET-0€301MaCHOCTH - COTJIALICHUE MEXIY POAUTEIISIMU
u nerbMu. Kpome Toro, HeoOXOOUMO Kak MOXHO 4Yallle MpOCMaTpuBaTh OTYETHI O JEATEIbHOCTH AETed B
HNurtepuete. CnemyeT o0paTuTh BHUMaHKHE HAa HEOOXOJIMMOCThH COJIEPIKAHMS POJUTEIBCKUX Tapojeil (maposei
aJIMUHHCTPATOPOB) B CTPOrOM CEKpeTe M 00paTuTh BHUMAaHHUE Ha CTPOTOCTh 3TUX MapOJIei.

CoBeTsl 110 6€30TacCHOCTH B 3TOM Bo3pacte ot 13 1o 17 met

1. Co3paiiTe CHUCOK JOMAIIHUX TMpaBWi ToceuieHus HTepHeTa MpU y4yacTHH TMOAPOCTKOB M TpeOynTe
0e3ycnoBHOTO ero BbimojHeHus. OOroBopure ¢ peOEHKOM CIMCOK 3amlpelieHHbIX caToB ("'d4epHbId crucok'),
qackl paboTel B IHTEpHETE, PYKOBOJACTBO 1O 001IeHHto B IHTEepHETE (B TOM YHKCIIE B YaTax).

2. KommbroTep ¢ MoAKIIOYeHnEM K ceTH IHTepHeT JoIDKeH HaXOIUThCs B 00IIel KOMHATE.

3. He 3a0nbIBaiiTe OecenoBaTh ¢ A€TbMHU 00 UX ApY3bsX B MIHTEpHETE, 0 TOM, YeM OHM 3aHATHI TAKUM 00pa3zoMm,
OyATO peub MIET O APY3bsX B peanbHON >ku3HU. CropammBaiiTe O JIOAAX, C KOTOPBIMH JIETH OOLIaroTCs
MOCPEJICTBOM CITY’KO MIHOBEHHOTO 0OMEHA COOOLICHUSIMH, YTOOBI YOSAUTHCS, YTO ST JIIOAH UM 3HAKOMBI.

4. Wcnonp3yiiTe cpencTBa OJOKMPOBAHHS HEKENATENPHOTO KOHTEHTAa Kak JOTOJHEHHE K CTaHIapTHOMY
PonurenbckomMy KOHTPOIIIO.

5. HeobxonuMo 3HaTh, KAKMMU 4aTaMu Mousb3ytoTcst Bamm neru. [loompsiite ncnonb3oBaHre MOAEPUPYEMBIX
YaTOB U HaCTaUBaiTe, YTOOBI IETH HE OOIIANNCH B IPUBATHOM PEKHME.

6. HacrauBaiite Ha TOM, 4TOOBI JETH HUKOI'/Ia HE BCTPEYAIUCH JIMYHO C APY3bsIMU U3 ceTu MIHTepHeT.

7. IlpuyunTte neteil He BbIIABATh CBOIO JIMUHYIO MH(OPMAIMIO CPEICTBAMU 3JIEKTPOHHON MOYTHI, YaTOB, CUCTEM
MTHOBEHHOTO OOMEHa COOOMICHHSMH, PErHCTPAIMOHHBIX (POpM, JUYHBIX TpodUiIe W MpU pPEerucTpanvy Ha
KOHKYpChI B VIHTEpHeTe.

8. Ilpuyunte nerell He 3arpyxarb nporpammbl 0e3 Bamero paspemenus. OOBSICHUTE UM, YTO OHH MOTYT
ClTy4aifHO 3arpy3uTh BUPYCHI WIIN IPYTO€ HeXeaTelbHOe IPOrpaMMHOE 0OecIIeYeHue.

9. Ilpuyunre Bamero pebenka coobmarh BaM 0 JIOOBIX Yrpo3ax WM TPEBOTrax, CBS3aHHBIX C VHTepHETOM.
Hanomuurte netsm, 4To OHM B 0E30MACHOCTH, €CIIM CaMH PAaCcCKaszald BaM, O CBOMX YIrpo3ax MU TpPEBOTax.
[ToxBanuTe UX U MOCOBETYWTE NOJOUTH €111e pa3 B MOAOOHBIX CITyyasx.

10. Pacckaxute geram o mopHorpaduu B Hutepuere. [lomormte um 3amuTuThcs oT cmama. Hayuwnre
MOJPOCTKOB HE BblJaBaThb B VIHTEpHETE CBOEro pEaJbHOIO AIEKTPOHHOIO ajpeca, HE OTBeYaThb Ha
HE)KeJaTesIbHbIE IIMCbMa U UCIIOJIb30BaTh CHEIMAIbHbIE NOYTOBbIE (DUIIBTPHL.

11. [Ipuyunte cedst 3HAKOMUTBLCS C CaliTaMU, KOTOPbIE TOCEUIAIOT NOJPOCTKH.

12. Hayuute nereii yBaxkaTh IpyrMX B MHTepHETe. Y OeUTEeCh, YTO OHM 3HAIOT O TOM, YTO MPABUJIA XOPOIIETO
MOBEJICHUS ACUCTBYIOT BE3/IE - JJa’K€ B BUPTYAJIbHOM MHUpE.

13. OOBsAcHUTE AETAM, YTO HU B KOEM CIydae Helb3sl UCHOJIb30BaTh CeTh Ul XyJIUTaHCTBA, PACIPOCTPAHEHMS
CIUIETEH WU YIPO3 APYTUM JIFOISM.

14. OGcyaure ¢ MOAPOCTKAMHU MPOOIEMbI CETEBBIX a3apTHBIX UI'P U UX BO3MOXKHBIN puck. Hamomuwure, uro netu
HE MOTYT UTpaTh B 3TU UTPBI COINIACHO 3aKOHY.

[TocTossHHO KOHTpONMpYHTE Ucnosb30BaHue MHTepHeTa Bammm peOenkoM! DTo He HapylleHHE €ro JIMYHOIO

IpOCTPaHCTBA, a MC€pa MPEAOCTOPOIKHOCTH U ITPOABJICHUC Bameii pOI[HTGJ'H:CKOﬁ OTBETCTBEHHOCTH U 3a00THI.



Pazpen "UHdopmaumoHHana 6e3onacHOCTbL"
HopmaTuBHOe perynmpoBaHue

NHdopmaumoHHble maTepwmansl, pazpadoranusie Pockomuaazopom Poccun.

Marepuaiibl, peKOMEHIOBAHHBIE K pa3MEILIECHUIO Ha caiite PockoMHan3opoM Poccun B miemnsix
OrpaHUYeHUs I0CTyna K caiitam cetu « MHTepHeT», coaepkaiuM nHdopmaIuio,
pacnpocTpaHeHue KoTopou B Poccurickon @enepanuu 3anpemeHo. TeKCT U JOKYMEHTBI IS
MyOJaMKaIluM Ha caifiTe 00pa30oBaTeILHONM OpraHU3allMi Bbl HAMAETE 110 ajipecy
https://www.edu.yar.ru/safety/hot_line.html

PepepanbHbin 3aKOH 0T 24.07.1998 No 124-d3 «O6 0CHOBHbIX rapaHTUAX NpaB pebeHKa B

Poccuiickon ®epepaumnm»
PepnepanbHbin 3aKkoH 0T 13.03.2006 No 38-93 «O pekname»

denepanbHbIv 3aKOH 0T 27.07.2006 N2 149-P3 «06 nHpopmaumm, MHPOPMALMOHHbIX

TEXHONOIMAX M O 3awmTe MHPOpMauUn»
PepepanbHbi 3aKOH 0T 27.07.2006 N2 152-P3 «O nepCoOHaNbHbIX AAHHbIX»

depepanbHbIN 3aKOH OT 28.12.2010 No 390-$3 «O 6e3onacHOCTU»

dPepnepanbHbin 3aKOH 0T 29.12.2010 No 436-93 «O 3awmTte aeten oT UHPopmaumu,

NPUYMHAIOLWEN Bpes UX 340P0BbI0 U PA3BUTUIO»
YKa3 lNpe3ungeHTa PP o1 31.12.2015 Ne 683 «O CtpaTerum HaumoHanbHoM 6e3onacHoCTH

Poccuiickon ®epepaumnm»
YKa3 lNpe3ungeHTta PP o1 05.12.2016 Ne 646 «0O6 yTBEepKaeHUN JOKTPUHbI

nHdopmaumnoHHomn 6esonacHocTn Poccuickon Pepepaummn»
CaHlunH 2.4.2.2821-10 «CaHUTapHO-3NNAEMNONOTNYECKME TPeOOBAHUA K YCIOBMAM U

opraHu3aumm obyyeHns B 06Leobpa3oBaTeIbHbIX YUPEKAEHMUAX»
Mpuka3s MunHkomcBssm Poccum ot 16.06.2014 Ne 161«06 yTBeprkaeHUn TpeboBaHUM K

aAMUHUCTPATUBHbBIM U OPraHM3aUMOHHbIM MepaM, TEXHUYECKUM U NPOrpammMHO-
annapaTHbIM CpeACcTBaM 3alUnTbl AeTen oT HGOoPMaLUKM, NPUUNHAIOLWLEN Bpea, UX
3/10pOBbIO U (MNK) Pa3BUTUIO»

KOHUENMUWNA nupopmaumoHHoM 6e3onacHOCTM AeTeNYTBEPKAEHA pacnopaKeHnem

MpasuTenbctBa Poccuickonm depepaumnm ot 2 aekabpa 2015 r. No2471-p
MocTtaHoBneHue Mpasutenbctsa PP ot 1 Hosbpa 2012 r. N 1119 «O6 yTBepKAEHUMU

TpebOoBaHWUM K 3aLMTe NEePCOHANbHbIX AAHHbIX NPU UX 06paboTKke B MHGOPMALLMOHHbIX
CUCTEeMaX NepCoHasbHbIX AAHHbIX»
MocTtaHoBneHue Mpasutenbctsa PP ot 21 mapTta 2012 r. N 211 «O6 yTBEPKAEHUM NEPEYHA

Mep, HanpaB/iIeHHbIX Ha obecneyeHme BbINONHEHUA 06A3aHHOCTEN, NPEeAYCMOTPEHHbIX
depnepanbHbiM 3aKOHOM «O NepcoHaNbHbIX AAHHbIX» U NPUHATLIMU B COOTBETCTBUMN C HUM
HOPMATUBHbIMM MPaBOBbIMM aKTaMM, ONepPaTopamMm, ABAAKLWMMNCA FOCYAaPCTBEHHbIMMU
U MYHUUMMNANbHBbIMM OpraHamm»
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Pazpen "WHdopmaumoHHana 6e3onacHoOCTb"
Meparoram. O6yuarowmmcs. Pogutensim.

NHdopMaLmMoHHas namMsTka
WIHGOPMALMOHHAA NaMATKA 419 06YYaOLNXCA /1 PA3MELLEHNS Ha OOULINATIbHBIX MHTEDHET-PECYPCaX Ha
ouUNATIEHBIX MHTEDHET-PECYPCax

MMHUCTEPCTBO OFPA3OBAHNS 1 HAYKU POCCUMCKON ®EJIEPALIMNA

JIETAPTAMEHT I'OCYJJAPCTBEHHOM ITOJIMTUKU B COEPE
OBILEI'O OBPA3OBAHUA

[TMCBbMO
or 14 mast 2018 r. N 08-1184

O HAITPABJIEHUN NHOOPMAILINU

JlemapTaMeHT rocyAapCcTBEHHON MONUTHKU B cepe obmiero odpazoBanus MunoOpHayku Poccuu Hampasiser

ISl cBeleHUs pa3paboTaHHble Bpemennoit komuccueir Cosera desnepanuu 1o pa3BUTHIO MH(OPMALMOHHOTO

o0IecTBa METOAMYECKHE PEKOMEHIAIUY O Ppa3MEIeHMH Ha HWH()OPMAIMOHHBIX CTEHAAX, O(UIMAIbHBIX

MHTEpHET-caliTax U Jpyrux HMH(GOPMAIMOHHBIX pecypcax o0I1eo0pa30BaTENIbHBIX OpPraHU3alluii U OPIaHoB,

OCYLIECTBIIOIIUX yIpaBieHHe B cdepe obOpa3oBaHus, HHGopMauuu o OE30MACHOM IOBEAECHUM U
rcronb3oBanuu cetu "Muatepuer".

Mupekrop [lenapramenTa

A.E.IIETPOB

[Tpunoxenue
METOANYECKHUE PEKOMEHIALIUN
O PASMEIIEHMN HA MTHOOPMALMOHHBIX CTEHAAX, OONLNAJIBHBIX

UHTEPHET-CAUTAX U APYTUX NUHOOPMAILIMOHHBIX PECYPCAX
OBIEOBPA3OBATEJIbHBIX OPTAHU3ALIUI K OPICAHOB, OCYILECTBJIAIOLINX
VIIPABJIEHUE B COEPE ObPA30BAHNA, MTHOOPMAIIMHN O BE3OITACHOM
IMOBEAEHNHN U NCITIOJIb3OBAHWUNW CETU "MHTEPHET"

Okcniepramu 1 wieHaMu Bpemenno# komuccun CoBera depepaliyu 1Mo pa3BUTHIO HHPOPMAIIMOHHOTO 00IIIecTBa
B paMKaxX BBITIOJIHEHUS PEKOMEHIAIMK IMapIaMEHTCKUX CIylmiaHuid "AKTyaJbHbIE BONPOCHI OOECTICUCHUS
0€30MacHOCTH U pa3BUTHUSA JAeTel B MH(POPMAILIMOHHOM IpocTpaHcTBe", koTopele nmpouuiu B Coere denepaunu
17 anpenst 2017 r., OpT pa3paboTaHbl METOJUYECKHE PEKOMEHIAIMM O pa3MEUICHHMH Ha WH(POPMAIMOHHBIX
CTeHNaX, O(HIMANbHBIX HWHTEPHET-caliTaXx M Apyrux HWHGOPMAIMOHHBIX pecypcax oO0Ieoopa3oBaTeIbHBIX
OpraHM3alMid ¥ OPTraHOB, OCYHIECTBISIONINX yTpaBieHHe B chepe oOpasoBanus, nHPoOpMAIMK O Oe30macHOM
MOBE/ICHUH M UCII0JIb30BaHuU ceTH "MHTepHeT" (nanee - MeToAMYeCKUe PEKOMEHIAINHN).

Metoauueckre peKOMEHJAIMM HampaBleHbl HA KAadyeCTBEHHOE IMOBBILIEHHE YPOBHS HH(POPMALIMOHHON
JEeSITeTbHOCTH  00111e00pa30BaTENbHBIX OpPTraHU3aIMii M OPraHoB, OCYILECTBIIOUIMX YIpaBlieHHEe B cdepe
oOpa3oBaHusi, B dYacTh WHPOPMHUPOBAHUS YYAIIUXCH, WX POAUTENECH (3aKOHHBIX TPEACTABHTENCH) U

neaarort4CCKux pa6OTHI/IKOB 00 OCHOBHBIX acCIleKTax I/IH(I)OPM&LIHOHHOIZ 0€30IacHOCTH.
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Metoandeckne peKOMEHIAINK MO3BOJIAT 0011e00pa30BaTeIbHBIM OPTraHU3aLUAM M OpraHaM, OCYIIECTBIISIOIINM

ynpaBjieHue B cdepe 00pa30BaHusl, aKTyalIM3UPOBATh YXKE UCIOJIb3yeMble U pa3MelIeHHble HHPOpPMaIlMOHHbIE

MaTepuabl, TaK U MOJATOTOBUTH UX B CIIy4ae UX OTCYTCTBHS C YUETOM JIYUILIUX MPAKTUK U pEKOMEHIalUH.

B pamkax MeToanyeckux peKOMEHIAMI pacCMaTPUBAIOTCS CIEAYIOLNE HHCTPYMEHTHI:

1. napOpMaIIIOHHBIE CTEH/IBI;

2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBOi HH(OpMaLUK (IIKOJbHBIE Ta3eThl, IEarorH4ecKue U3JaHus U Jpyrue).
WNudopmanmonHbie CTeHAbI

Ha nHOpManmmoHHBIX CTeHIAX B 00IIe00pa30BaTEIbHBIX OPraHU3AIUIX, PACTIONOKEHHBIX B (oie yUperK IeHUN

U B KaOMHETaX, OCHALICHHBIX MEPCOHAIILHBIMHU yCTPOMCTBAMHU AJIsl BbIXoJa B ceTh "MHTepHeT", peKoOMeHIyeTcs

pa3MecTuTh MHPOPMAIIMOHHBIE MAMSATKH, COJIEPKaIle OCHOBHBIE COBETHI MO 00eCreYeHnI0 HH(POPMAIMOHHON

0€30MMacCHOCTH yYaIuXCsl.

B npunoxenun N 1 Kk METOAMYECKUM pPEKOMEHIALUSAM IpeACTaBlIeH o0pa3ell MaMsITKU IS pa3MELICHUs Ha
MH(QOPMALMOHHBIX CTEHJIAX.

CpencTBa MaccoBoOi HHpOpPMaLUH
B cpenctBax MaccoBoil MH(pOpMalMM, OPHUEHTHPOBAHHBIX Ha OOy4aloLIUXCs, PEKOMEHAYETCsl B TEUYECHUE
y4eOHOro rojia peryisapHO IyOIMKoBaTh MHGOPMAIMOHHBIE MaTepualbl, NOCBSIIECHHbIE OTJEIbHBIM acCIEeKTaM
MHPOPMALMOHHON 0€30I1aCHOCTH, a TAKXKE Pa3IMyYHbIe TAMATKU OOILEro Xapakrepa.
B cpenctBax MmaccoBoil  MH(poOpManMu, OpPUEHTHPOBAHHBIX HA  IEJAaroru4eckyr0  OOIIECTBEHHOCTb,
PEKOMEHIyeTCs B TEYEHHE KaJeHJAPHOTO ToJa pEeryJisipHO IyOJIMKOBaTh WH(OPMAlMOHHBIE MaTepualsl,
MOCBSILEHHBIE OTAEIbHBIM acleKTaM HH(pOpMalMOHHON O€30MacHOCTH KaK HECOBEPLICHHONETHHUX, TaK U
0011e00pa3oBaTeNbHbIX OpraHU3alMi, a TaKXkKe pas3jMuHble MaMATKH, O0030pbl HOPMATHBHO-IIPABOBOTO
peryaupoBaHus 1aHHOH cepbl 1 HHPOPMALIUIO O aKTYaIbHBIX MEPOIIPUATHIX U COOBITUSAX B JaHHOH cdepe.
B xozne nposenenus EanHoro ypoka no 6e3onacHocTH B ceTu "MHTepHET" peKOMEHAyeTCsl 00ECIeUUThb BhIITYCK
TEMaTHYECKOT0 BBIMyCKa CpeAcTBAa MaccoBOWM HHpopmanuu au00 cepuM MNMyOnuKaunuii, cpeau KOTOpPBIX
paccMOTpeTh OPraHU30BAHHBIE MEPONPHUATHS JUIs O0YUAIOIIUXCsl, UX POIUTENEH (3aKOHHBIX NpeACTaBUTENeH) 1
HeJJaroruuecKoil 00IeCTBEHHOCTH.

Odurmansueie HTEpHET-pECypChl
OO1meoOpa3oBaTeIbHBIM ~ OpraHU3alUsAM PEKOMEHAYeTCsl Ha CBOMX oQuIHMaibHbIX MHTepHeT-pecypcax
obecrieunTh (YHKIMOHUPOBAHHE CAaMOCTOSTENBHOTO M CIEHUAIM3UpOBaHHOrO paszzaena "MHdopmanmonHas

6e301macHOCTh", B paMKax KOTOPOTO MPEAYCMOTPETh pa3MEIICHHE CIETYIOImel NHPOpMAIIIH:

®opmar
IIPEJICTaBICHHUS
N Pa3znen/nonpasznen MaTepuasoB CopepxaHue MaTepHUaIOB
Pa3mematorcss KonmuM JOKYMEHTOB, T.€. CKaHHMPOBaHHBIN
BapUaHT JOKYMEHTa, COOTBETCTBYIOIIMHA TpeOOBaHUAM K
JlokanbpHBIE HOpPMaTHUBHBIE napamMeTpaM CKaHUpOBaHMs. PasmemaroTcst JIOKYMEHTHI,
akThl B cdepe obOecrieueHus perlaMeHTUpYIOIMEe  OpraHM3anul U pabory ¢
nH(pOpMaLOHHON Komun IIEPCOHAIBHBIMI ~ JAHHBIMM, IUJIaHBl MEPONPHUATHI 110
0e30macHOCTH JOKYMEHTOB BOoOECIIeUeHUIO UH(POPMALMOHHOM 6e30macHOCTH
1.06yyaromuxcs ¢dopmare *PDF  olyuaromuxcs u 1pyrue.
[TyOnukytoTcsi akTyajibHbIE CBeJEHUS O (enepalbHbIX U
pErHOHAIbHBIX 3aKOHAaX, NUChbMax OpPraHoB BJIAcCTU U
Konuu npyrue HOPMAaTHUBHO-TIPABOBBIE JOKYMEHTHI,
HopmarusHoe JIOKYMEHTOB BperIaMeHTHpYIole  obecreyeHne  MHQPOPMALMOHHOM

2.perynupoBaHue dopmare *PDF  Ge3omacHoCcTH HECOBEPIICHHOJETHUX. Jomyckaetcst
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BMECTO KOIUM pa3Melarb TUTNIEPCCHUIKU Ha
COOTBETCTBYIOIIME JIOKYMEHTBl Ha cailiTax OpraHoB
roCy1apCTBEHHOW BJIACTH.

Tekct H

a
o Pa3memarorcs METOANYCCKUC PEKOMEHOAIN N u
CTpaHHUIIC CanTa

yKa3biBaeTcsi MHGOpMaIus O MEPONPUATUAX, MPOEKTaX U

Komnun
nporpaMmax, HalpaBJICHHBIX Ha TIOBBIIIICHHUE
JIOKYMEHTOB B .
[lemparoruueckum N UH(POPMALMOHHOM IPaMOTHOCTH MEe1arOrMYecKuX
dbopmate *PDF
3.paboTHHKaM PaOOTHHKOB.
Pasmemaercs nndopmannonHas namsartka (npuioskenne N
2)u  ykas3biBaeTcsi MHQOpMAIMSA O  MEPONPHSTHUSIX,
Tekcr HAIPOEKTaxX M MporpaMMmax, HalpaBJICHHBIX HA TMOBBIIICHHE
4.00yuaromumcst CTpaHulle caiiTa HMHPOPMALMOHHOM IPAaMOTHOCTH O0YUYaAIOIUXCA.
Ponurensm (3aKOHHBIM
IPEJICTAaBUTEIISIM) Teker HaPa3memaercst nHpOpMannonHas namsTka (npuioxkenne N
5.00y4armmuxcs CTpaHwMIIe caiita 3).
Pasmemaercst  uHpOpMAnMs O  PEKOMEHIYEMBIX K
Tekct HAWCIOJIb30BaHUIO B yUeOHOM Ipoliecce Oe30MacHbIX calTax,

6./lerckue Ge30omacHbIe CATHI CTpaHUIle caiiTa OaHHEPH O€30IaCHBIX JIETCKUX CANTOB.

Opranam, OCYLIECTBISIIOIIMM yIpaBieHue B cdepe oOpa3oBaHUs, PEKOMEHIYETCs Ha CBOMX O(UIIMAIBHBIX
WutepHer-pecypcax obOecneunTs (YHKIHMOHUPOBAHME CAMOCTOSITEIBHOTO M CHEIMAIM3MPOBAHHOIO pasjelna
"Undopmanmonnas 0e30MacHOCTH", B paMKax KOTOPOTO TPEIyCMOTPETh pa3MeIlIeHHe CleAyroen
nHpOpMAITUH:

[Tpunoxenue N 1
[MTAMSTKA
JUIS1 OBYYAIOLIMXC S Ob MTHO®OPMAIIMOHHOM BE3OITACHOCTH JETEN

HEJIb34

1. Bcem monpsin coo0maTth CBOIO 4acTHYIO WHGOpMAIHio (HacTosmue ums, GaMuinio, TeiaedoH, aapec, HoMep
HIKOJIBI, a TaKkKe oTorpaduu CBOU, CBOEH CEMbH U ApYy3eil);

2. OTKpbIBaTh BIOKEHHBIE (DaiisIbl HJIEKTPOHHOM MOYTHI, KOTJa HE 3HACIIb OTIIPABUTEINS;

3. I'pyOuts, mpuaMpaThCs, OKa3bIBaTh AABJICHUE - BECTH CE0s1 HEBEXKJIMBO M arpECCHBHO;

4. He pacniopsixaiicsi 1eHbraM TBOEH ceMbU 0€3 pa3pelIeHus CTaplIuX - BCeTa CIIpalluBai poauTeneii;

5. He Bcrpewaiics ¢ IHTEpHET-3HAKOMBIMM B PEalbHOM JKU3HM - IIOCOBETYHCA CO B3pOCIBIM, KOTOPOMY
JOBEpsieLIb.

OCTOPOXHO

1. He Bce mumyT mpaBay. Yuraems o cebe HempaBay B MHTEpHETE - COOOMM 00 3TOM CBOMM POIUTEISIM WITH
OIlEKYHaM;

2. [lpurnamaroT nepenucsBaThCsl, UrPaTh, OOMEHUBATHCSA - IPOBEPD, HET JIU M10/IBOXA;

3. He3akoHHoe konupoBaHue ¢aitnos B IHTepHETE - BOPOBCTBO;

4. Beerna paccka3sbiBaii B3pOCIBIM O TIpo0OiieMax B CETH - OHU BCEria IOMOTYT;

5. Hcnonb3yilt HacTpoWKH 0€30MacHOCTH M NMPHUBATHOCTH, YTOOBI HE MOTEPATh CBOM AKKAYHTHI B COILICETSIX U
APYTUX TOpTanax.

MOXHO
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1. YBaxkaii Ipyrux moiab30BaTesei;

2. Ionb3yemibest UTHTEpHET-UCTOYHUKOM - JIeflail CCHIIKY Ha HETO;

3. OTKpBIBA TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0mAaTHCS 32 TOMOIIBIO B3POCIIBIM - POJUTEINHN, ONIEKYHBI M aIMUHUCTPAITIS CAUTOB BCETIa TIOMOTYT;

5. [poiian oOy4enne Ha caiite "CeTeBHUOK" M TIOTYYH MMACTIOPT IUPPOBOTO rpaskIaHIHA!

[Tpunoxxenue N 2
NHOOPMAILIMOHHAA ITAMATKA
JJIA OBYUAIOIINUXCA I PASMEINEHU A

HA OOUIMAJIBHBIX UHTEPHET-PECYPCAX

C KaXApIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IMIKOJIBHUKU OJHU M3 CAMBIX aKTUBHBIX
nonb3oBareneil Pynera. Mexay Tem, MOMHUMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEW, MHTEPHET HECET U
mpoOJieMbl. JTa mamsTKa T0JDKHA ITOMOYb Tebe 6e30MacHO HaXOUThCS B CETH.

KomnerorepHsie BUpycChl

KomneroTepHbsiii BUpPYC - 3TO PAa3sHOBHIHOCTb KOMIIBIOTEPHBIX MPOTrpamMM, OTIMYUTEIBHOM OCOOEHHOCTBIO
KOTOPOH sBJIsIeTCS CHOCOOHOCTh K pa3MHOXKEHHUIO. B jomonHeHne K 3TOMy, BUPYChl MOTYT HOBPEIUTH WIIH
MOJTHOCTBIO YHUUYTOXUTH BCce (Dailyibl U JaHHBIC, [TOJKOHTPOJIbHBIE MOJb30BATENI0, OT UMEHH KOTOPOro Oblia
3alylleHa 3apakeHHas MporpaMma, a TakKe MOBPEIUTh WM JaXK€ YHUYTOXXHUTb ONEPALMOHHYIO CUCTEMY CO
BceMH (paiimamu B esioM. B GONbIIMHCTBE Clly4aeB paclpOCTPAHAIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTo/bI 31Tl OT BPEIOHOCHBIX IPOTPaMM:

1. Mcnionb3yii cOBpeMEHHBbIE OlIEpallMOHHBIE CUCTEMbI, HIMEIOIINE CEPbE3HbIM YPOBEHb 3aLUThHI OT BPEJOHOCHBIX
porpamm;

2. [TocTosiHHO ycTaHaBNIUBai maytu (HQPOBBIE 3aIUIATKH, KOTOPhIe aBTOMAaTHUECKH YCTAaHABIUBAIOTCS C LIENBIO
nopabOTKM TPOTpamMMbl) M Apyrue OOHOBIICHWS CBOEH OMEparoHHOW cucTembl. CKaumBail WX TOJNBKO C
ourmansHoro caiira pazpadorunka OC. Ecnu cymiecTByeT pexxuM aBTOMaTH4eCKOr0 OOHOBIICHHSI, BKJIFOUH €T0;
3. Paboraii Ha CBOEM KOMIBIOTEpE MOJ MpaBaMu MOJb30BATENs, a HE aJIMUHHCTpaTOopa. JTO HE MO3BOJUT
OOJIBITMHCTBY BPEIOHOCHBIX MPOTPaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBbIE NPOrpaMMHbIE MNPOAYKTHl H3BECTHBIX IPOM3BOJAUTENEH, C ABTOMATHUYECKUM
00OHOBIIEHHEM 0a3;

5. Orpanunup (pU3HYECKUN JOCTYI K KOMIBIOTEPY AJIS1 HIOCTOPOHHHUX JIUIL;

6. Mcnonp3yii BHETHIE HOCUTETH MHPOPMALIUK, TaKKe KakK (IiemiKa, TUCK WiK (aill U3 WHTEPHETA, TOJIBKO H3
NIPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBail KOMIIBIOTEpHBIE (aiiiIbl, HOTYUYEHHBIE U3 HEHAECKHBIX HCTOUYHHUKOB. Jlaxke Te (aiiibl, KOTophIe
IpuUcai TBOM 3HaKoMbIH. Jlydllle yTOUHU y HEro, OTHPaBIISI JIU OH TeOe uX.

Cetun WI-FI

Wi-Fi - 310 He BWjA mepenayd JaHHBIX, HE TEXHOJOIHS, a BCEro Juilb OpeHn, mapka. Eme B 1991 romy
HUJEpiIaHacKas koMmaHus 3apeructpupoBana Opern "WECA", uro oGo3nawano cioBocouyeranue "Wireless
Fidelity", koTopblii mepeBouTCs Kak "OecrpoBOiHAs TOYHOCTH".

Jlo Hamlero BpeMeHM Jolia apyras aOOpeBuarypa, KOTOpas SBISETCS TaKOM jk€ TEXHOJOrHe. ITo
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHAapT BbICIIEH 3ByKOoBOM TexHUKH Hi-Fi,
YTO B IIEPEBOJE 03HAYAET "BBICOKAS TOYHOCTB".

Ha, 6ecriaTHbI HHTEPHET-I0CTY B Kade, OTEeNAX U adpoNnopTax ABISCTCA OTINYHON BO3MOMKHOCTBIO BBIXOZA B

HUHTCPHCT. Ho MuorHe OKCIICPThI CYUTAKOT, YTO O6H_ICI[OCTy1'IHBIe Wi-Fi ceTn He SBISIOTCA 0€30MTaCHBIMH.



CoBeThlI 10 0€30MaCHOCTH PabOTHI B 00IIENOCTYHBIX ceTsax Wi-fi:

1. He mepenasaii cBoto nuHyro nHGOpMaIuio dyepe3 obmieaoctynasie Wi-Fi cetn. Paboras B HEX, jkenaTenbHO
HE BBOJUTH NAPOJIU JOCTYTIA, JIOTUHBI U KaKHE-TO HOMEPa;

2. Wcnonb3yit 1 OOHOBIISI aHTUBUPYCHBIC MPOTPAaMMEI U OpaHamayep. TeM caMbIM ThI 00e30macuiib ceds OT
3aKayKHl BUpPYyca HA TBOE yCTPOWCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkimoun ¢ynkuuio "O6muit noctyn k ¢aitnam u npunrepam". JlanHas GyHKIms
3aKpbITa MO0 YMOJYAaHUIO, OJTHAKO HEKOTOPBIE IMOJIb30BATENH AaKTUBUPYIOT €€ I yJ0OCTBa MCIIOJIb30BaHUS B
pabote wiu yueode;

4. He ucnonw3yit myonmaasiii WI-FI s nepegaun TMYHBIX TaHHBIX, HAIPUMED VTS BBIXOJA B COIMAIBHBIC CETH
WIH B JIEKTPOHHYIO MOUTY;

5. Wcnonb3yii Tonbko 3amumenHoe coeaunenue yepes HTTPS, a ue HTTP, 1.e. mpu Habope Be6-anpeca BBOAU
nmenHo "https://";

6. B MoOunpHOM Tenmedone ortkmoun ¢yHkiuio "Tlonkmouenne k Wi-Fi aBromatndecku". He momyckait
aBTOMATHUYECKOTO MOJAKIIIOUEHHs YCTpoiicTBa k ceTsiM Wi-Fi 6e3 TBoero cormacus.

CouuanbHble ceTu

CouuanbHble CETH aKTUBHO BXOIST B HAIIy KW3Hb, MHOTHE JIIOJM pabOTalOT M JKUBYT TaM IOCTOSHHO, a B
Facebook y»xe 3aperucTpupoBaH MHIUIMAp]] YEJIOBEK, YTO SIBISIETCS OJHON CEAbMOM BCEX JKUTENCH IUIaHEeTHI.
MHorue nosip30BaTeNM HE TOHUMAIOT, YTO MH(pOpMaIKs, pa3MELIeHHAass UMH B COITUAJIBHBIX CETAX, MOXKET OBITh
Hal/IeHa U MCIIO0JIb30BaHa KEM YTOJHO, B TOM YHUCIIE HE 0053aTebHO C OJ1aruMi HAMEPEHHUSIMH.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COLIUANBHBIX CETIX:

1. Orpannyb cMCOK Apy3el. Y TeOs B Ipy3bsiX HE TOJDKHO OBITH CIyYailHBIX U HE3HAKOMBIX JIIOCH;

2. 3anmmail cBoro 4acTHYIo >ku3Hb. He yka3piBaii maposnu, TenedoHsl, ajgpeca, 1aTy TBOETO POXKAEHHS U APYTYIo
JUYHYI0 WHGOPMAIUIO. 3MOYMBIIUICHHUKH MOTYT HCIOJIb30BaTh Aake MH(MOPMAILMIO O TOM, KaK Thl U TBOU
POJUTENHN TUTAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammmai cBOIO peryTaluio - JIEpXKH €€ B YUCTOTE M 3ajaBail cebe BOMPOC: XOTes Obl ThI, YTOOBI ApYTHE
MOJIb30BaTEIM BUICIH, 4YTO Thl 3arpykaemb? Ilomymaii, mpexne YeM dYTo-TO OMyOIHMKOBAaTh, HANMKCATh H
3arpy3uTh;

4. Ecau Thl TOBOpUIIb C JIIOJbMH, KOTOPbIX HE 3HAEllb, HE UCIOJB3YH CBOE pEaIbHOE MMsI U JIPYTYIO JTUYHYIO
MHPOPMALIUK: UMSI, MECTO )KUTEIILCTBA, MECTO Y4eObl U IpoUee;

5. U36eraii pazmemenus (otorpaduii B UnTepHeTe, rae Tl M300pakeH Ha MECTHOCTH, TIO KOTOPOH MOXKHO
OTIPEIETTUTH TBOE MECTOTIOIOKEHHE;

6. IIpu peructpauuu B COLMAIbHON CETH HEOOXOIUMO MCHOJB30BaTh CIIOKHBIE MMAPOJIH, COCTOALINE U3 OYKB U
QP ¥ ¢ KOJIMIECTBOM 3HAKOB HE MEHee §;

7. JAns conuanbHOM ceTH, MOYTHl M APYTUX CAaTOB HEOOXOIMMO UCIIONIb30BaTh pa3Hble maponu. Toraa ecinu Teds
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DNEeKTPOHHbIE AEHbIU

DJEeKTpPOHHBIE JACHBIU - 3TO OYEHb YJOOHBIN CrOCOO IuIaTeX e, OJHAKO CYLIECTBYIOT MOILIEHHUKH, KOTOPbIE
XOTSAT TIOJTYYUTh OTH JICHBIH.

DJIeKTPOHHBIC IEHBI'HM TIOSBUINCH COBCEM HEAABHO M MMEHHO M3-32 ATOT0 BO MHOTHX TOCYAApCTBaX J0 CHUX TOP
HE MPOMMCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHM (YHKIIMOHUPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, II€ UX Pa3/AesaoT Ha HECKOJIBKO BUIOB -
AaHOHMMHBIC W HE aHOHMMHBIC. Pa3HuUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemnraeTcsi MpOBOIUTH
orepanuu 0e3 WACHTHU(HUKAIMKA TOJIb30BaTENs, & B HEAHOHWMHBIX HWIACHTU(UKANWS TOJB30BATENS SBIISICTCS
00s13aTeIbHOM.

Taxke cienyer pa3nuyaTh dJEKTPOHHBIE (PUATHBIE IEHBI'H (PaBHBI FOCYAaPCTBEHHBIM BaIIOTaM) U 3JIEKTPOHHBIE

HeHUaTHBIE IEHBIN (HE PaBHBI TOCYAAPCTBEHHBIM BAIIOTaM).



OCHOBHBIE COBETHI 110 0€301acHOi paboTe ¢ 3JIEKTPOHHBIMU JIEHBTAMU:

1. [IpuBsku K cueTy MOOWIIBHBIN TelnePoH. ITO caMblif yAOOHBIH U OBICTPBINA CIIOCOO BOCCTAHOBUTH JOCTYH K
cuery. [IpuBsizanHblii TenedoH MomMoxkeT, eciu 3a0yAellb CBOM IUIATEXKHBIA MAapoyib WIM 3aljielllb Ha CalT C
HE3HAKOMOTO YCTPOUCTBA;

2. HWcnonp3yit omHOpa3oBbie mapoiu. Ilocnme mepexoma Ha YCWICHHYIO aBTOpH3aluio TeOe yxke He Oymer
YIPOXKaTh OMACHOCTh KPaXkl UJIM NIEPEXBATA MJIATEKHOIO MapoJis;

3. BeiGepu croxHbIN mapostb. [Ipectymaukam OyneT He MpoCcTo yrajaaTh CIOXKHBIN napodib. HamexHbie mapoiau -
3TO MapOJIH, KOTOPHIE CO/IEPKAT HE MEHEe 8§ 3HAKOB U BKJIIOYAIOT B €01 CTPOYHBIE U MPOMHUCHBIE OYKBBI, IU(PPHI
Y HECKOJIPKO CHMBOJIOB, TaKHE KaK 3HaK JI0JuIapa, QyHTa, BOCKIHIATENbHBIH 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBOAM CBOU JIMYHBIE JAHHBIE HA CAaliTaX, KOTOPbIM HE JOBEPSECIIb.

DJIeKTPOHHAS MMOYTa

OJNEeKTpOHHasl IOoYTa - 3TO TEXHOJOIMs W MPEAOCTaBIsEMbIE €H0 YCIYyrd M0 MEPECHUIKE M IOIYyYEHHUIO
AJIEKTPOHHBIX COOOIICHHI, KOTOPBIC PACTIPEACIISIOTCS B KOMITBIOTEPHOH ceTH. OOBIYHO 3JICKTPOHHBIN MTOYTOBBIN
SIIUK BBITJSIIAT CIAEAYIOUIMM 00pa3oM: MM _IOJb30BaTeIA(@HUMs_JoMeHa. Takke Kpome mepeiayd MpocToro
TEKCTa, UMEETCs] BO3MOKHOCTh IepejaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 0€30MacHOi paboTe ¢ IEKTPOHHON TOYTOM:

1. Hago BhIOpaTh MpaBUIIBHBIN TTOYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOP OECIUIATHBIX MTOYTOBBIX
CEpBUCOB, OJITHAKO JIyYllle JOBEPSITh TEM, KOTO 3Haelllb U KTO NEPBbIA B PEHTHHIE;

2. He yxasbiBail B TMYHOH nouTe JIM4YHYyI0 nHpopmanuto. Hanpumep, myuie BeIOpath "My3bIKaiabHbIN (aHaT@"
nmu "pokx2013" Bmecto "temal3";

3. Vcnonb3yi ABYX3TallHYIO aBTOPU3ALMIO. DTO KOIa MOMHUMO MapoJjsl HY>KHO BBOAMTH KOJ, MPUCHIIAEMbIN 1O
SMS;

4. BpiOepu ci0XHBIA Tapostb. i Kakaoro MO4YTOBOTO SIIIMKA JTOJKEH OBITh CBOW HAJEKHBIN, YCTONYMBBIA K
B3JIOMY [IapOJib;

5. Eciin ecTh BO3MOKHOCTh HAIUCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCMONb3YH ATY BO3MOKHOCTb;

6. Mcnonp3yil HECKOJIBKO IOYTOBBIX SIIMKOB. IIepBBIN 11 4acTHOWM MEPENHUCKH € aApecaTaMM, KOTOPBIM Thbl
JI0Bepsielllb. JTO AIIEKTPOHHBIN aJipec He HaJI0 UCIOIB30BaTh IPU PErUCTpaluy Ha (popymax U cairax;

7. He oTkpbIBaii ¢aiiiel 1 Apyrue BIOKEHHS B MUChMaX, JaKe €CJIM OHHM NPUILIH OT TBOMX Apy3eil. Jlyure
YTOUHH Y HUX, OTIIPABIISUIN JIU OHU TeOe ATH (Dailibr;

8. Ilocne okoH4YaHMs pabOTHI HA MMOYTOBOM CEPBHCE MEPE/ 3aKPHITHEM BKJIAJIKH C CAUTOM HE 3a0yJb HaXaTh Ha
"BeriiTi".

KuGepOynuHr win BUpTyanbHOE U3AE€BATEILCTBO

KuGepOynnuHr - mnpecinegoBaHue COOOIIEHUSIMHU, COJEPKAIIMMU OCKOPOJIEHHUS, arpeccuio, 3allyTHBaHUE;
XYJIUTAaHCTBO; COLIMAIbLHOE OOMKOTHPOBAHHE C MTOMOIIBIO PA3TUYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pHOE C KUOEPOYIITMHIOM:

1. He Opocaiics B Goii. JIlydmuii coco0: mocoBeTOBaThCA Kak ceOsl BECTH W, €CIIM HET TOTO, K KOMY MOXHO
o0paTuThCs, TO BHaYalle YCIIOKOUThCA. Eciin Thl HauHeb OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO
erie OoJbIIe pa3oXkKeNb KOHPIIHKT;

2. Yrpasinsii cBoel kuOeppernyTanuei;

3. AHOHUMHOCTD B ceTd MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3@ AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIUTaHCKUHA 0Opa3 BHUPTYadbHOM >KWM3HU. VIHTepHET (uKcUpyeT Bce TBOM ICHCTBHS U
COXpaHSET UX. Y NaauTh UX OyIeT KpailHe 3aTpyTHUTEIHHO;

5. Cobmtoiait CBOXO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeraTuB. OJHOpa3oBble OCKOPOUTENbHBIE COOOIICHMS JydIlle HTHOPUPOBATH.

OOBIYHO arpeccus nNpeKpamacTcs Ha HayaJlbHOU CTaauu,



7. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMU COOOILEHMSMH, B COLMAJIBbHBIX CETSIX €CThb
BO3MOXHOCTb OJIOKUPOBKH OTIIPABKU COOOIEHUH C ONPEAEICHHBIX aJpECcOB;

8. Ecnu ThI cBUzeTens kubepOyuinnra. TBou neiicTBus: BBICTYNIUTH IPOTHUB NIpeCiIe10BaTeNs], IOKa3aTh €My, UTO
€ro AEWCTBUS OLICHUBAIOTCS HETaTMBHO, MOJAEP)KAaTb >KEPTBY, KOTOPOH Hy)KHAa IICHUXOJOIMYecKas MOMOLIb,
COOOIIUTH B3POCIBIM O (DaKTE arpeCCUBHOTO MOBEICHHUS B CETH.

MoOwbHBIH TenepoH

CoBpemeHHbIe cMapT(OHBI U IIAHILIETHI COJEPKAT B cede BIOJIHE B3pOCbIi (YHKLIMOHAI, U TENepb OHU MOTYT
KOHKYPUPOBATh CO CTALMOHAPHBIMU KOMITbIOTepaMu. OHAKO, CPEACTB 3aILUThI Ul OJOOHBIX YCTPONCTB MOKA
o4eHb Masio. TecTupoBaHue U MOUCK YSI3BUMOCTEH B HUX IPOMCXOAUT HE TaK MHTEHCUBHO, Kak Juis [IK, To ke
camoe KacaeTcsl U MOOMJIbHBIX IPUIIOKEHUH.

CoBpemeHHbIE MOOMIIBHBIE Opay3ephl yXke NPaKTU4eCKU JOTHAJIM HACTOJIbHBIE aHAJOIH, OJHAKO paclIpeHHe
(GyHKITMOHAIA BJIEYET 32 COOO0M OOJBIIYIO CII0KHOCTh M MEHBIIIYIO 3aIUIIICHHOCTD.

Jlaneko He Bce MPOM3BOAUTENIN BBIITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOLINE KPUTHUUECKUE YS3BUMOCTHU ISl CBOUX
YCTPOMCTB.

OcCHOBHBIE COBETHI I O€30MacCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBngeTcs no-HacTosAIEMy OecriaTHbIM. By ocTopoxeH, Beab Korza Tede mpeaiararoT 0ecrIaTHbIi
KOHTEHT, B HEM MOT'YT OBbITh CKPBITHI KaKHe-TO IUIaTHbIE YCIIyTH;

Hymaii, npexe ueM otnpaButh SMS, ¢poto ninm Buaeo. Tl TOYHO 3HACIIb, IJI€ OHU OYAyT B KOHEUHOM HTOre?
Heo0xoaumo 0OHOBIATH OMIEPAIIMOHHYIO CHCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE POrPaMMBI 715l MOOUIIBHBIX TENE(OHOB;

He 3arpyxaifi NpuiIoXKeHHS OT HEHW3BECTHOIO MCTOYHUKA, BEAb OHU MOTYT COJEpXKaThb BPEJOHOCHOE
IIPOrpaMMHOE 0OecIedYeHue;

ITocne Toro kak Thl BBIHEIIB C caiiTa, rie BBOAWI JMYHYI0 HH(POPMAIHIO, 3aii11 B HACTPOUKHU Opay3epa U yaanu
cookies;

ITeproanyecky MpoBepsiid, Kakue IMIaTHbIE YCIYT'H aKTHBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOHMIILHOTO Tele(oHa TOIBKO JIIOJIIM, KOTOPBIX Thl 3HACIIb U KOMY JI0BEpSEIlb;

Bluetooth nomxen ObITh BBIKIIIOYEH, KOT/Ia THI MM He MoJib3yenibest. He 3a0b1Bait MHOTIa IPOBEPSATH 3TO.

Online urpst

CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPAacOYHBIC, 3aXBaTHIBAIOIINE PA3BICUCHUs, OObEAUHSIIONNE COTHU ThICAY
YeJIOBEK 110 BceMy MUPY. MIrpoku uccienyoT JaHHBIH UM MUp, OOIIAI0TCS APYT C IPYTOM, BBHITIOJIHSIOT 3a/1aHUs,
CpaXaloTCsi ¢ MOHCTPAMH M TOJIyYalOT OMBIT. 3a yJOBOJIBCTBHE OHM IUIATAT: MOKYHAOT JAWCK, OIJIAUYUBAIOT
a0OHEMEHT WM MPHOOPETAtOT KaKUe-TO OMIIUH.

Bce aTH cpeacTBa uAyT Ha MOJIEPKAHUE U PA3BUTHE UIPHI, a TAKXKE HA caMy 0€30MacHOCTh: COBEPIIECHCTBYIOTCS
CHCTEMBl aBTOPU3AIMH, BBIYCKAIOTCS HOBBIE MaT4d (IUQPPOBBIE 3alIaTKU JJIS MPOTPaMM), 3aKPBIBAIOTCS
ySI3BUMOCTH CEPBEPOB.

B nono0HbIX Urpax CTOUT OHAacaThCsl HE CTOJBKO CBOMX COIEPHHUKOB, CKOJIBKO KpPa)XM TBOErO Mapojs, Ha
KOTOPOM OCHOBaHa CUCTE€Ma aBTOPU3ALMH OOJIBIINHCTBA UIP.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO aKKAyHTA!

1. Ecnin ipyroii urpok BeeT ce0s MI0X0 WK co3aeT Tede HEeNPUATHOCTH, 3a0JI0KUPYH €To B CIIMCKE UTPOKOB;
2. Tloxanyiicst aiMUHUCTPAaTOpaM MIPhl HA MJI0X0€ MOBEAECHUE ITOTO UTPOKA, XKeIaTeIbHO NPUI0KUTh KaKUE-TO
JI0Ka3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yxa3sIBaii In4Hy0 HH(pOpPMAILHIO B Ipodaiisie Urpsl;

4. YBaxail Ipyrux y4aCTHHKOB IO UIPE;

5. He ycranaBnuBaii HeopuIMaIbHble TATYU U MOJIBL;

6. Mcnionb3yil c10KHbIE U pa3HbIe MAPOJIH;

7. Jaxe BO BpeMsI UT'PBI HE CTOUT OTKIIFOUaTh aHTUBHpPYC. [1oKa ThI Urpaems, TBOM KOMIIBIOTED MOTYT 3apa3uTh.



OUIMHT WM Kpaska JINYHBIX TaHHBIX

OObIuHON Kpaxkell JeHer U JOKYMEHTOB CEroJHs YX€ HHMKOIO HE€ YyJIUBHILIb, HO C Pa3BUTUEM HHTEPHET-
TEXHOJIOTUH 3JI0yMBIIIJIECHHUKHU IEPEMECTHIINCH B HUHTEPHET, U IIPOI0JIKAIOT 3aHUMAThCS "II0OUMBIM" 1€7I0M.
Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAs IeJb KOTOPOTO COCTOUT B
MOJTyYeHUU KOH(PUICHIIMATBHBIX TAHHBIX TIOJIb30BaTeleH - JJOTMHOB U napoJjeid. Ha anrmuiickom si3bike phishing
yuraercs Kak guiuHr (ot fishing - peibHas no0Bms, password - mapods).

OcHOBHBIE COBETHI 110 0OpPHOE € (PUITMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Thl momo3peBaelib, 4TO TBOS aHKETa ObLIa B3JIOMaHa, TO HEOOXOAUMO
3a0JI0KHPOBATh €€ ¥ COOOIIUTh aIMUHUCTPATOPAM pecypca 00 ITOM Kak MOKHO CKOpee;

2. Vcnonw3yii 6e3omacHbie BeO-CaliThl, B TOM YHCJIe, UHTEPHET-MAara3uHOB U MIOMCKOBBIX CHCTEM;

3. HMcnone3yl cloKHBICE W pas3Hble Mapoyid. TakuMm oOpa3oM, eciau TeOsl B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH
MOJTyYaT AOCTYH TOJBKO K OTHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B370MajM, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE JT0OaBIICHBI Y TEOS B
Apy3bsiX, O TOM, 4TO TeOsl B3JIOMaJIM M, BO3MOXKHO, OT TBOEIO MMEHM OyIeT pacchlIaTbCs CllaM U CChUIKM Ha
(UIIMHTOBBIE CANTHI;

5. YcranoBu HagexHbIi naposib (PIN) Ha MOOMIIBHEIH Teae(OH;

6. OTKITIIOYM COXpaHEeHHE MapoJist B Opaysepe;

7. He oTkpbIiBail ¢aiinibl 1 Apyrue BIOKEHHs B MUCbMaX, Jake €CJIM OHM IPUILIM OT TBOMX Apy3eil. Jlyurme
YTOYHHU Y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (allibl.

[Mudposas pemyranus

[Mudposast permyTanust - 5TO HETaTWBHAs WIM NO3UTHBHAs MH(opMamus B cetu o Tedbe. Komnpomerupyromas
uHpOpMaLus, pa3MelleHHas: B UHTEPHETe, MOXKET Cepbe3HbIM 00pa30oM OTPAa3UTHCS HA TBOEH peaybHOMN JKU3HHU.
"[Tudposas penyranus" - 370 TBONH UMUK, KOTOPBIN GOopMHUpYETCs U3 HHPOpMaLUK O TeOe B UHTEPHETE.

TBOE MeCTO KUTENBCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNUE, OCOOCHHOCTH XapaKTepa U pacCcKasbl O OJIM3KHUX
- BCE OTO HAKAIUIMBAETCS B CETH.

MHorue noApoCTKH JETKOMBICICHHO OTHOCSATCS K IMyOIuKanuy JINYHOM nHpopmanuu B MHTEpHETE, HE IOHUMAs
BO3MOXKHBIX NOCIEACTBUN. Thl Ja)xe HE CMOXEINIb J0TaAaThCsi O TOM, 4To ¢ororpadus, pa3MeleHHas S5 JeT
Ha3a/1, cTaja MPUYMHOW OTKa3a MPHUHATH TeOs Ha paboTy.

KommenTtapuu, pazmenienne TBoux Gororpaduii 1 Ipyrue AeicTBUS MOTYT HE UCUYE3HYTh JIaXKe MOCIE TOro, KaKk
Thl X yAaJdUIIb. Thl HE 3HAElIb, KTO COXPAHWI 3Ty MH(YOPMALMIO, MOMNaia JIM OHA B IOMCKOBBIE CHCTEMBI U
COXpaHWJIach JIM OHA, a TJIABHOE: YTO MOJYMAlOT O TeOe OKpY’KaIOIIKe JIIOIU, KOTOpbIe HAMIyT W yBUIAT 3TO.
Haiitn nHpOpMAaLIMIO MHOTO JIET CIYCTSI CMOXKET JII000H - Kak U3 J0OpbIX MOOYKACHUH, TaK U ¢ HAMEPECHHEM
MPUYUHUTB BPeJl. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3alUTe IU(PPOBOI pernmyTanuu:

1. [Tomymaii, mpeske 4eM 4To-TO IMyOJIMKOBATh M MepeIaBaTh y ce0s B 0J0Te WM B COIMAIEHOM CETH;

2. B HacTpoiikax nmpouiis yCTAaHOBH OTPaHUYEHHs] HA IPOCMOTP TBOETO NPOQUIISL U €ro COAEPKUMOro, caenai
€ro TOJIbKO "1J1s ipy3eit”;

3. He pa3memaii u He yka3biBail HHOPMAITHIO, KOTOPAst MOKET KOTO-JIMOO0 OCKOPOJIATH WA OOMKATh.
ABTOpCKOE IIpaBo

CoBpeMeHHbIE HIKOJIbHUKH - aKTUBHBIE 110JIb30BaTEIN LU(PPOBOro mpocTpaHcTsa. OIHAKO JaJIeKO HE BCE 3HAOT,
4YTO IOJb30BAHUE MHOTMMH BO3MOXHOCTSMHM LHU(GPOBOro Mupa TpeOyeT coOIrofeHus IpaB Ha
MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTb.

TepmMuH "HHTENJIEKTyalbHass COOCTBEHHOCTH' OTHOCHUTCS K DPAa3IUYHBIM TBOPEHHUSIM 4YEIIOBEYECKOrO yMa,
Ha4yMHas ¢ HOBBIX M300pETEHUI 1 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh HAa MPOJAYKTHI U YCIYTH, U 3aKaHUYMBas

KHUramu, potorpadusmMu, KHHOPUIbEMaMU U My3bIKaJIbHBIMU TPOU3BEICHUSIMH.



ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha NMPOU3BEICHUS HAYKH, JTUTEPATYPHI U
HCKyCCTBa. ABTOPCKHME MPaBa BBICTYMAIOT B KAYECTBE TapaHTUU TOTO, YTO MHTEIUIEKTYalIbHBINH/TBOPUECKUI TPy
aBTOpa He OyAeT HallpacHbIM, JaCT €My CIIpaBeIIMBbIe BOZMOKHOCTH 3apad0TaTh Ha pe3yJbTaTax CBOEro Tpy/a,
MOJyYUTh WM3BECTHOCTh M TpH3HaHHWE. HuKTO 0Oe3 paspemieHus aBTopa HE MOXKET BOCIPOHU3BOIUTH €T0
MIPOU3BENICHUE, PACTIPOCTPAHSTH, ITyOJIMYHO JEMOHCTPUPOBATH, MPOIaBaTh, UMIIOPTUPOBATH, IMTyCKaTh B MPOKAT,
myOJIMYHO UCTIONHSATE, MTOKa3bIBaTh/UCHIONHATH B 3(pupe uinu pasmemats B IHTepHeTE.

Hcnonp3oBanue "muparckoro" mporpaMMHOIO OOECHEYEHHUs] MOXKET MPUBECTH K MHOTHUM PUCKaM: OT MOTepU
JAaHHBIX K TBOMM aKKayHTaM 110 OJIOKMPOBKH TBOETO YCTPONCTBA, TJI¢ YCTAaHOBJICHA HeJlerajbHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, 4YTO CYIICCTBYIOT JICTAIbHBIC U OECILIATHBIE TIPOTPAMMBI, KOTOPBIC MOKHO HAWTH B CETH.
O noprane

CereBu4OK.p( - TBOM IIaBHBIN COBETYMK B CETH. 37€Ch Thl MOXEIIHh Y3HATh 0 O€30MACHOCTH B CETH MOHSATHBIM U
JIOCTYTIHBIM SI3BIKOM, a TIPH BOSHUKHOBEHUH KPUTUYCCKOW CHTYaIlMH OOPAaTUTHCS 32 COBETOM. A TaKXkKe TPUHATh

ydacTHe B KOHKypCax U CTaTh CaMbIM I (PPOBBIM IpaXkIaHHHOM!

[Tpunoxenue N 3
ITAMSTKA JJ151 POJUTEJIEM Ob MTHO®OPMAILIMOHHOM BE3OITACHOCTHU JJETEN

Omnpenenenue TepmuHa "uH(OpMaloHHas Oe3onacHocTh neteil” copepxkutcs B PenepanbHoMm 3akone N 436-
®3 "O 3zamuTe aetei or MHPOPMAIMK, NPUYUHSIONICH Bpea WX 3I0POBBI0 M PA3BHTHIO", PETYJIHUPYIOIIUM
OTHOUICHHUS, CBSA3aHHBIC C 3AIIUTON JeTei OT HMH(POpMAlWH, NMPUYHHSIOUICH Bpeq WX 3J0POBBIO M (HIIH)
pazBututo. CoriacHO JaHHOMY 3akoHy "HMHQOpMamMoOHHas Oe30macHOCTh JAeTel”" - 93TO COCTOSHHE
3aIUIICHHOCTH, MPH KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIM C TpUYMHEHHWEM uHH(pOpMalueld Bpeaa HX
3I0OPOBBIO U (WIH) PU3HUECKOMY, ICUXUIECKOMY, TyXOBHOMY, HPDAaBCTBEHHOMY Pa3BHUTHIO.
B cuny ®enepanbhoro 3akona N 436-03 uHdopmaiueid, NpuIHHSAONICH Bpex 310pOBbI0 U (W) Pa3BUTHIO
JIETEH, SIBISCTCS:
1. madopMarus, 3anpenieHHas i pacpoCTPAHEHUS CPEIU IETEH;
2. uHdopmanus, pacrpoCcTpaHEeHHEe KOTOPOH OrpaHHYCHO CPE/IU JIETeH ONpeIeIeHHBIX BO3PACTHBIX KaTETOPHIA.
3. K undopmaryu, 3anpemieHHo i Ut pacripOCTPaHEHUs! CPEIN I€TEeH, OTHOCUTCS:
4. uadopmanusi, MOOy)Aaromas AeTel K COBEPIICHUIO NEHCTBHMA, IPEACTABIAIONMINX YIPO3y WX KU3HU U (WIJIH)
3I0pOBBIO, B T.4. MPUIMHEHUIO BpPe/la CBOEMY 3/I0POBBIO, CAMOYOHUICTBY;
5. CcrOCOOHOCTh BBI3BATH Y JIETEH JKEIaHWE YNOTPEOUTh HAPKOTUYECKUE CPEICTBA, MCUXOTPOIHBIC M (HIIH)
OJlypMaHHUBAIOIINE BEIIECTBA, Ta0ayHble M3JIENUs, aJKOTOJIBHYI0 M CIHPTOCOACPIKALIYIO MPOAYKIMIO, MIUBO U
HAIIUTKH, U3rOTaBIMBAEMbIEe HA €r0 OCHOBE; NMPHUHSITH Y4acTHE B a3apTHBIX MIPax, 3aHUMATHCS TMPOCTHTYIIHEH,
OpOISHKHUYECTBOM HITU TIOMIPOIIAHUYECTBOM;
6. 000CHOBBIBAIOLIAs] WJIM OIpPaBAbIBAOIIAS JONYCTUMOCTh HACHIIMS U (WJIK) KECTOKOCTH JH00 MO0y aaromas
OCYIIECTBISTh HACUJIBLCTBEHHbIE ICUCTBUS MO OTHOIIECHHUIO K JIFOISM U )KUBOTHBIM;
7. oTpumaronias CeMeWHbIE IEHHOCTH M (OopMUpYIONIas HEYBOKEHHE K POIAUTENSIM W (WIK) APYTAM YIIEeHAM
CEMbH;
8. ompasbIBaroLas NPOTUBONPABHOE MOBE/ICHHE;
9. coneprkaliasi HELEH3YPHYIO OpaHb;
10. conepxarmast ”HGOPMAIHIO TTOPHOTPAGUIECKOTO XapaKTepa.
K nndopmarnum, pacnpoctpaHeHrue KOTOPOH OIpaHMYEHO CPEIN IeTeH ONpeieIeHHOT0 BO3pacTa, OTHOCHTCS:
1. uHpopmanus, mpeacTaBisieMas B BUAE HM300paKeHHsS WIM OMMCAHUS >KECTOKOCTH, (U3NYECKOro M (WIJIH)

NCUXHUYCCKOI'o HACUIINA, IPCCTYIUICHUA NI UHOT'O aHTI/IO6H_[eCTBCHHOFO HeﬁCTBHH;


https://legalacts.ru/doc/federalnyi-zakon-ot-29122010-n-436-fz-o/#100021
https://legalacts.ru/doc/federalnyi-zakon-ot-29122010-n-436-fz-o/#100040

2. BBI3BIBAIONIASA y JETEH CTpax, y’Kac WIN NaHUKY, B T.4. IPE/ICTaBiIsIeMast B BUJe N300pakeHUsI WM OTIMCAHHS B
YHIKAIOLIEH 4eloBeuecKoe JOCTOMHCTBO ()OpME HEHACUIbCTBEHHOW CMEpTH, 3a00JeBaHUs, CaMOYOMICTBa,
HECYACTHOTO CTy4asi, aBapuy UM KaTacTpodbl U (W) UX MOCIEACTBHIA;

3. mpexcTaBnseMas B BUzie W300pakeHHsI WIHM ONMCAHMUS TOJIOBBIX OTHOIIEHUH MEXy MY>KUWHOU M KEHIMHOII;
4. conepxariast OpaHHBIE CI0BA M BEIPAXKEHUs, HE OTHOCSIIUECS K HEIIeH3ypHOU OpaHu.

C yuetom storo Bam npennararorcst npaBuia paboTel B ceTH MIHTEpHET Ui pa3InyHbIX BO3PACTHBIX KaTeropuii,
COOJIFOJIEHHE KOTOPBIX MO3BOJIUT 00€CIeUNTh HHPOPMALIMOHHYIO O€30I1aCHOCTh BalllUX JE€TEeH.

OOmme npaBuIa Asl poaUTENeH

1. He3zaBucumo ot Bo3pacta peGeHKa HCIONB3yHTe MporpaMMHOe obecrieuyeHne, moMoraromiee GuiIbTpoBaTh
KOHTPOJIMPOBATh HHPOPMALIUIO, HO HE MoJIaraifTech MOJHOCThIO Ha Hero. Baile BHUMaHMe K peOEHKY - IJIaBHBIN
METO/ 3aLIUTHI.

2. Eciim Bam peGeHOK HMMeeT aKKayHT Ha OJHOM M3 commainbHbIX cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.I1.), BHUMAaTEJIbHO U3yYUTE, KAaKy0 HHPOPMAIIHIO TIOMEIIAIOT €0 YYaCTHUKU B CBOMX MPOQHUIISIX
u 6norax, Bkitoyasi pororpaduu 1 BUIEO.

3. IlpoBepbTe, C KAKUMH JPYTHMMHU CaliTaMu CBSI3aH COLMANbHBIN cepBuc Bamiero pebenka. Ctpannuku Bamero
pebeHka MOTryT OBITH O€30MacHBIMH, HO MOTYT W COIEp)KaTh CCBHUIKM Ha HEXellaTeJIbHbIE M OMACHBIC CANTHI
(HampuMep, OPHOCANT, WM CAlT, HA KOTOPOM JpYyT YIIOMHHAeT HOMep coToBoro Tenedona Barmrero pedenka
wim Bam nomaninuii aapec)

4. Toompsiite Bammx aereld cooOmars 000 BCeM CTPaHHOM WM OTTAJKHUBAIOIIEM W HE CIHMIIKOM OCTPO
pearupyiTe, KOrja OHM 3TO J€NalT (M3-3a ONAceHHs MOTepsATh NOCTyn K VIHTepHEeTy IeTH HE TOBOPST
poauTensaM o npoOieMax, a Takke MOT'YT HauaTh MCIOJIb30BaTh IHTEpHET BHE I0Ma U IIKOJIBI).

5. Bynete B Kypce cereBoii xu3HM Bamtero pebenka. MHTepecyiirech, KTo UX Jpy3bs B MIHTEepHET Tak Xke, Kak
HHTEPECYETeCh peallbHBIMU JPY3bsIMHU.

Bospacrt ot 7 10 8 ner

B UHrepHeTe peOCHOK cTapaeTcs MOCETUTh T€ WM HWHBIE CANThl, a BO3MOXXKHO M 4aThl, pa3pelIeHHEe Ha
MOCEIIEHNEe KOTOPBIX OH HE mostydms Obl oT poxauteneil. I[lostomy poaurensM ocoOeHHO mMoie3Hbl OyayT Te
OTYEThl, KOTOpble NPEAOCTABISAIOTCS MpPOrpaMMaMH [0 OTPAHHWYEHHUIO HCMoab30BaHMsA HTepHera, T.e.
Ponurensckuil KOHTPOJIb WIIK TO, YTO BBl CMOYKETE YBUETh BO BpeMEHHBIX (ailnax. B pesynbrare, y peOeHka He
OyZieT ONIYIIEHHs, YTO 32 HUM BEJIETCS MMOCTOSIHHBIA KOHTPOJIb, OAHAKO, POAUTENN OyIyT MO-NIPEKHEMY 3HATh,
KaKkhe CalThl IMocemaeT ux peOeHok. et B maHHOM Bo3pacTe 007alaloT CHJIBHBIM YYBCTBOM CEMBbH, OHHU
JIOBEpPUMBBI U HE COMHEBAIOTCS B aBTOpuTeTax. OHM JIOOAT UrpaTh B CETEBBIE UIPHI U ITyTELIECTBOBATH IO
WuTepHeTy, ncnomb3ys 3JEKTPOHHYIO MOYTY, 3aX0AUTh Ha CAWThl U YaThbl, HE PEKOMEH/I0BaHHBIE POAUTEISIMHU.
Cosertsbl 10 Oe3omacHOCTH B ceTu MIHTEpHeT U1 Aeteit 7 - 8 ner

1. Co3paiiTe cnucoK JOMAIIHUX MpaBWI MoOceuieHus VHTepHeTa npu ydacTuM JaeTedl u TpedyiiTe ero
BBITIOJTHEHMS.

2. TpeOyiite ot Bamero pebeHka cOOMIOAECHUS BPEMEHHBIX HOPM HAaXOXAEHUs 3a KommbtoTepoM. [lokaxute
pebeHkKy, uto Bl HaOmroaeTe 3a HUM He OTOMY 4TO Bam 310 Xouetcs, a moromy uto Bel Gecriokoutech o ero
0€30IacHOCTH M BCEr/la TOTOBBI €My TOMOYb.

3. Kommetotep ¢ moaxmouyeHneM K MHTepHETY HODKEH HaXOAWTHCS B OOLIEH KOMHATe MOJ MPHUCMOTPOM
poauTenen.

4. Ucnonp3yiTe crienuanbHble 1eTCKUE OUCKOBbIE MAIITHHBI.

5. Hcnonp3yiiTe cpeicTBa OJIOKMPOBAHUS HEKENATEIHHOTO KOHTEHTAa KaK [IOTIOJHEHHWE K CTaHAApTHOMY
PonurensckoMy KOHTPOIMIO.

6. CoznaiiTe ceMelHbIN AIIEKTPOHHBIN AIUK, YTOOBI HE TO3BOJUTH I€TAM UMETh COOCTBEHHBIE ajpeca.

7. brnokupyiTe AOCTYNn K caiiTaM ¢ O€CIUIaTHBIMU IMOYTOBBIMU SAIIUKAMU C MOMOIIbIO COOTBETCTBYIOILIETO
MIPOTPaMMHOTO 0OECTICYCHHS.



8. Ilpuyunrte merel coBeToBaThCS C Bamu mepen omyOnmKoBaHMEM KakoW-THMO0 WH(OpMAIMH CpeIcTBaMU
AJIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALMOHHBIX (HOpM U IpoPHIIeH.

9. HayuuTe neteiil He 3arpy>xathb (haiiibl, MpOrpaMMbl HJIM MY3bIKYy 0€3 Balllero COryiacus.

10. He pa3pemaiiTe 1eTsM HCIIOJIB30BATh CITYKObl MTHOBEHHOTO OOMEHA COOOIICHUSMHU.

11. B "Genbrit" cicok caiToB, pa3pemieHHBIX TS TOCEIIECHHUS, BHOCUTE TOJIBKO CAiTHI C XOPOIIEH pemyTanuei.
12. He 3a0miBaiiTe GecenoBath ¢ A€TbMHU 00 HUX Jpy3bsx B MHTepHeTe, kak eciu Obl peyb LUIa O JPY3biX B
peaIbHOM JKU3HHU.

13. He nmemaiite "taOy" W3 BOIPOCOB TOJIOBOM JKHU3HH, TaK Kak B MIHTepHETE AETH MOTYT JISTKO HATKHYTHCS Ha
MTOPHOTPAQUIO WU CAUTHI "1J1s1 B3pOCIBIX".

14. Ilpuyunte Bamero pebenka coo0mars BaM O JHOOBIX yrpo3ax WM TpeBOrax, CBS3aHHBIX ¢ MHTepHETOM.
OcraBaiiTech CIIOKOWHBIMU U HAaIIOMHUTE JI€TSIM, YTO OHU B 0€30MaCHOCTH, €CJIU CaMM PaccKa3ajld BaM O CBOMX
TpeBorax. [ToxBanuTe X U TOCOBETYUTE TIOJOUTH €IIle pa3 B MOJAOOHBIX CITydasiX.

Bospact gereit ot 9 1o 12 net

B nanHoMm Bo3pacTe IeTH, Kak NIPaBUIIO, YK€ HACIBIIAHBI O TOM, Kakas HH(opMaius cymectByeT B MHTepHere.
CoBepIlIeHHO HOPMAaJIbHO, YTO OHHU XOTAT 3TO YBHUJETh, IPOYECTh, YCIABIIIATE. [IpH 3TOM HYXHO MOMHMTH, YTO
JOCTYIl K HEXeJlaTeIbHBIM MaTepuaiaM MOXKHO JIETKO 3a0JIOKMpOBATh MPH MOMOIIU CpeAcTB Poaurenbckoro
KOHTPOJIAL.

Cosertsl 110 Oe30macHOCTH AJs feTei ot 9 1o 12 ner

1. Co3paiiTe cCIMCOK AOMAIIHUX MpaBUiI noceueHus MurepHer npu yyactuu aereil u TpedyiiTe ero BhIIOIHEHHS.
2. TpeOyiite ot Bamiero pebenka coOMI0ICHNS HOPM HaXOKICHHUS 32 KOMITBIOTEPOM.

3. HabGmogaiite 3a pebeHkoMm mpu paboTe 3a KOMIIBIOTEPOM, TOKaXHTE eMy, 4yTo Bl OecrokouTech O €ro
0€30I1aCHOCTHU U BCErjia FOTOBBI 0Ka3aTh €My ITOMOIIIb.

4. KoMmmploTep ¢ noakitodeHueM B VIHTepHET MO/KEH HaXOAMThCS B OOLIEH KOMHATe IIOJ HPUCMOTPOM
poauTenen.

5. Hcnonw3yiiTe cpencTtBa OJOKMPOBAHMS HEXKENATEIHHOTO KOHTEHTA KakK JIOMOJIHEHHE K CTaHIapTHOMY
Ponurenbckomy KOHTPOIIIO.

6. He 3a0bIBaiiTe mMprHMMATh HETIOCPEICTBEHHOE y4yacTHe B >KM3HH peOeHka, OecenoBaTh C NETbMHU 00 WX
npy3bsax B HTEepHeTe.

7. HacTtauBaiite, 4T0OBI 16T HUKOI/Ia HE COIVIAIIAIUCh HA JJMUHBIE BCTPEUH C Ipy3bsiMH 110 MIHTEpHETY.

8. [To3BossiiiTe AETAM 3aXOANUTH TOJIBKO HA CAWThI U3 "0enoro" crucka, KOTOPbIM co3/1aliTe BMECTE C HUMH.

9. Ilpuyuute neTeil HUKOTAA HE BHIIABATh JIMUHYIO MH(OPMAIMIO CPEACTBAMM 3JEKTPOHHOM IOYTHI, 4aTOB,
CHCTEM MTHOBEHHOTO OOMEHa COOOLICHUSMH, PETUCTPALIMOHHBIX (POPM, TMYHBIX MPO(UICH U MPHU PETUCTPALUN
Ha KOHKYypchl B UHTEpHeTe.

10. Ilpuyunre nmereét He 3arpyxarb nmporpammbl 0e3 Bamero paspemenus. OObsCHHTE MM, YTO OHH MOTYT
ClTy4aifHO 3arpy3uTh BUPYCHI WK APYTO€ HeXelaTeIbHOe IPOrpaMMHOE 00ecIIeyeHue.

11. Co3paiite Bamemy peGeHKY OrpaHUUEHHYIO YUETHYIO 3alUCh JJIs1 pa0OThl HA KOMIIBIOTEPE.

12. Ilpuyunre Bamero pebenka coolOmaTe BaM O JHOOBIX yrpo3ax MM TpeBorax, CBsi3aHHBIX ¢ MHTepHeTOM.
Hanomuwure netsM, 4To OHM B 6€30MaCHOCTH, €CIIM CAMH PACCKa3ald BaM O CBOMX TPEBOTaX M OMACEHHSIX.

13. Pacckaxkure getsm o mopHorpaduu B UHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI JE€TH MPEIOCTABISIIM BaM JOCTYH K CBOEH 3JEKTPOHHOM Moure, 4TOObI BbI
yOeaunuch, 4To OHU He OOIIAI0TCs ¢ HE3HAKOMLIAMH.

15. O6bsacHUTE AETAM, YTO HEJIB3S MCIIOIB30BATH CETh JJIS XYJIUTaHCTBA, PACTIPOCTPAHEHHUS CIIETEH MU YTPO3.
Bospact ngereit ot 13 no 17 ner

B sTOoM BO3pacTte MOAPOCTKM aKTUBHO MCHOJB3YIOT MOMCKOBBIE MAIIMHBI, MOJB3YIOTCS 3JIEKTPOHHOM MOYTOM,
ci1y’k0aMu MTHOBEHHOTO OOMEeHa COOOIICHUSAMHU, CKaUMBAIOT MY3bIKy U (MIbMbI. ManbunkaM B 3TOM BO3pacTe

Oosplle 1O HpPaBy CMETaTh BCE OTPAHUYEHUs, OHM XKaXKAYyT rpyOOTo IOMOpa, a3apTHBIX WUIP, KApTHHOK '"IIs



B3pocibiX". JIeBOUKHM MPEeaNnOYMTAlOT OOIaThCs B dYaTax, NMPH 3TOM OHHU ropas3io Oojiee YyBCTBUTEIBHBI K
CEKCyaJIbHBIM JloMorarenbcTBaM B VIHTepHere.

3ayacTyr0 B JJaHHOM BO3pacTe pPOJUTENSIM YK€ BECbMa CIOXKHO KOHTPOJIUPOBATH CBOMX JETeH, Tak Kak 00
WuTepHeTe OHM yXKe 3HAIOT 3HAYMTENBHO OOJIBIE CBOMX poauTeneidl. TeM He MeHee, HE OTIyCKalWTe NIeTei B
"cBoOoaHOE TUTaBanue" 1o MHTepHeTy. CTapaiiTech akTHBHO Y4acTBOBATh B 0OIIeHNN peOeHka B IHTepHETE.
BaxHo mo-npexHeMy cTporo coOmoaaTh npaBmia MHTEpHET-0€30MaCHOCTH - COTJIAIIICHUE MEXKTY POAUTEIISIMU
u nerbMu. Kpome Toro, HeoOXOOMMO Kak MOXHO dYallle IMpPOCMaTpUBaTh OTYETHI O JEATEIBHOCTH JeTei B
Wntepuere. Cnenyer oOpaTuTh BHUMaHWE HAa HEOOXOAMMOCTH COJEP)KaHHS POIUTENBCKUX IMaposel (mapoineit
aJIMUHHCTPATOPOB) B CTPOrOM CEKpeTe M 00paTuTh BHUMAaHHUE Ha CTPOTOCTh 3TUX MapOJIei.

CogeTbl 110 6€30MacHOCTH B 3TOM Bo3pacte oT 13 1o 17 net

1. Co3paiiTe CHUCOK JOMAIIHUX NpaBUi ToceuieHus VHTepHeTa Npu ydyacTHUH TMOIPOCTKOB M Tpedyiite
0e3yciIoBHOTO ero BhIMoiHEeHUss. OOroBopute ¢ peOSHKOM CITMCOK 3alpenieHHbIX calToB ("'depHbIH CcIUCOK"),
qackl paboTel B IHTEpHETE, pYKOBOACTBO 10 001IeHHt0 B IHTEepHETE (B TOM YHMCIIE B YaTax).

2. KoMmmbrotep ¢ moakitoueHreM K cetu MIHTepHeT 1omkeH HaXOAUThCsl B 001ei KOMHaTe.

3. He 3a0nbIBaiiTe OecenoBaTh ¢ AeTbMH 00 UX ApY3bsX B IHTepHeTe, O TOM, YeM OHM 3aHSTHI TAKUM 00pazoM,
OyATO peub HMOET O APY3bsX B pealbHON >ku3HU. CHpammBaiTe O JIOAAX, C KOTOPHIMH JETH OOIIAITCs
MOCPEJICTBOM CITY’KO MIHOBEHHOTO 0OMEHa COOOLICHUSIMH, YTOOBI YOIUTHCS, YTO 3TH JIFOJH UM 3HAKOMBI.

4. Hcnonw3yiiTe cpeacTBa OJIOKHPOBAaHWS HEKENATEIHHOIO KOHTEHTAa KakK JIOTIOJHEHHE K CTaHAapTHOMY
PonurenbckomMy KOHTPOIIIO.

5. HeoOxonumo 3HaTh, KAKUMHU 4aTaMu NoJib3yrorcs Bamm geru. [loompsiiTe ucnoiab3oBaHUE MOJAEPUPYEMBIX
YaTOB U HaCTAUBaiTe, YTOOBI IETH HE OOIIAUCH B IPUBATHOM PEXUME.

6. HacrauBaiite Ha TOM, YTOOBI I€TH HUKOT/1a HE BCTPEYAIIUCH JIMYHO C Ipy3bsiMU U3 ceTH VIHTepHeT.

7. IlpuyunTte neteil He BbIIABAaTh CBOIO JIMUHYIO MH(DOPMAIMIO CPEACTBAMH 3JIEKTPOHHOM IOYTHI, YaTOB, CUCTEM
MTHOBEHHOTO OOMEHa COOOILEHHSIMHU, PETUCTPALMOHHBIX (HOPM, JHYHBIX NMpOodUiIed W MPH PErHcTpalud Ha
KOHKYpChI B VIHTEpHeTe.

8. Ilpuyunte nereii He 3arpyxarb mporpammbl 0e3 Bamiero paspemenus. OObSICHHTE UM, YTO OHU MOTYT
ClTy4aifHO 3arpy3uTh BUPYCHI WIIN IPYTO€ HeXeaTelbHOe IPOrpaMMHOE 0OecIIeYeHue.

9. llpuyunre Bamero peGeHka cooOmare BaM O JIIOOBIX yrpo3ax WM TPEBOrax, CBA3aHHBIX ¢ MHTepHETOM.
Hanomuurte nersm, 4To OHM B 0E30MACHOCTH, €CIM CaMU PAaCcCKa3ald BaM, O CBOMX Yrpo3axX WIIM TPEBOTax.
[ToxBanuTe WX ¥ MOCOBETYWTE MOJIOUTH €IIe pa3 B MOAOOHBIX CITydasix.

10. Pacckaxute geram o mopHorpaduu B HutepHere. [lomormte um 3amuTuThcst oT cmama. Haydwute
MOJIPOCTKOB HE BbIJaBaTh B VIHTepHETE CBOEro peaJbHOrO JJIEKTPOHHOIO ajpeca, HE OTBeYaTh Ha
HE)KeJIaTeNbHbIC TIMCbMa M UCTIOJIb30BaTh CIIEIIMAIbHbBIC TOYTOBBIC (DMIIBTPHI.

11. [Ipuyunte cedst 3HAKOMUTBCS C caiiTaMu, KOTOPbIE MTOCEIIAI0T MOAPOCTKH.

12. Hayuute nereii yBaxkaTh ApYr'MX B MHTepHeTe. Y OeIUTeCh, YTO OHM 3HAIOT O TOM, YTO MPaBUJIA XOPOIIETO
MOBEJCHUS ACUCTBYIOT BE3/€ - JaK€ B BUPTYaJIbHOM MUpE.

13. OOBsAcHUTE AETAM, YTO HU B KOEM CIydae Helb3sl MCIOoJb30BaTh CeTh Ul XyJIUTaHCTBA, PACIPOCTPAHEHUs
CIUIETEH WU YIPO3 APYTUM JIFOJSM.

14. OGcyaure ¢ MOaPOCTKaMU MPOOIEMbI CETEBBIX a3apTHBIX UIP U UX BO3MOXKHBIN puck. Hamomuure, uro netn
HE MOTYT UTpaTh B 3TU UIPbI COTTIACHO 3aKOHY.

ITocTossHHO KOHTpONUpYHTE Hcnosb30BaHue MHTepHeTa Bamum peGenkoM! DTo He HapylleHHE €ro JMYHOTO

IIPOCTPAHCTBA, a Mepa MPEJIOCTOPOKHOCTH U MPOsiBIeHNE Baieil poauTenbckoil OTBETCTBEHHOCTH U 3a00THI.



1. Caurt "A36yka LmndpoBoro Mupa"
A36YKa LMPPOBOIro Mupa. YBIEKaTe IbHbIE KOMUKCHI, CIIELIME/TNINPOBAHHBIE TDEHAKEDLI M MHTEDECHBIE UIPbI!

https://www.edu.yar.ru/azbuka/

2. Caut "MoApoCTOK M 3aKOH"

https://podrostok.edu.yar.ru/safety/index.html

Mpe3eHTauus ana aeren 9-11 net no BOMpPOCaM 3alinTbl NEPCOHA/IbHbIX AAHHbIX.

Mpe3eHTauus ans aetei 12-14 neT no BONpocaM 3alMTbl NEPCOHANbHbBIX AaHHbIX.
lTogroros/ieHbl LleHTpasibHbIM arnapaTtomM POCKOMHEA30pa.

CcblIKa Ha BUAEOPO/IMK O 3auinTe AETCKUX NePCOHANbHbIX AAHHbIX.
[Toprasn [lepcoHasibHbIEAaHHbIE.AETU

http://xn--80aalcbc2bocdadlpp9nfk.xn--
dlacj3b/multimedia/videorolik_o_zawite_detskih_personalnyh_dannyh1/

MpaBuia 6e30nacHOCTU B cETU VHTEpHET ans Tebs 1 TBOMX ApYy3en
bykner PockoMHas30pa



https://www.edu.yar.ru/azbuka/
https://www.edu.yar.ru/azbuka/
https://podrostok.edu.yar.ru/safety/index.html
http://pd.rkn.gov.ru/docs/deti_9-11zvuk.pptx
http://pd.rkn.gov.ru/docs/Deti_12-14_zvuk_2.pptx
http://персональныеданные.дети/multimedia/videorolik_o_zawite_detskih_personalnyh_dannyh1/
https://www.edu.yar.ru/safety/docs/2018_roskomnadzor_yao_bukleti/2018_pravila_bezopasnosti_rosokmnadzor.PDF

